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Abstract
Nowadays, Transport Layer Security (TLS) is the most widely used security
protocol, e.g. for accessing e-mails and doing online banking. TLS relies on
certificates issued by trusted certificate authorities. However, a certificate au-
thority can issue certificates to anybody for any domain name by mistake or
when being comprised. Using these certificates, governments and others have
been spying on Internet users by conducting man-in-the-middle attacks. With
the goal of detecting these false certificates, the Certificate Transparency (CT)
framework was introduced and partly integrated into the open-source browser
Chromium, which the most popular browser Google Chrome is based on. In this
thesis, a user-centred iterative design process was used to design and develop
new CT features for Chromium. At first, features were defined by analysing
existing security indicators and by exploring user’s ideas within focus groups.
After the implementation, these features were evaluated by a walk-through and
an online survey. Apart from displaying the website, the browser was not expec-
ted to do anything else when all CT checks have succeeded. In contrast, when
one of the CT checks has failed, an error page was expected to be shown instead.
Moreover, only experts should be able to continue to the possibly false website.
Such an error page was designed, implemented and positively received. As some
users wanted to access CT details, the Security Panel of the DevTools was en-
hanced. This addition was particularly appreciated by expert users and will be
included into the Chromium project in the near future. Another finding from
the evaluation was that the pop-up that opens when you click on the lock icon in
the location bar confused people. Overall, more simple explanations of technical
terms and concepts were requested to be easily accessible from everywhere. In
summary, this thesis has contributed to the adoption of CT by improving its
integration in Chromium and Google Chrome.
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Chapter 1

Introduction

This thesis is conducted in the field of usable security, which resides between
both areas of human-computer interaction and security and has been growing
rapidly over the last years. Its goal is to design and develop secure and usable
systems, which are in great demand. In 1999, Whitten and Tygar have already
defined security as "unmotivated user property" because the user normally fo-
cuses on the task, so "security is usually a secondary goal" [69]. About ten years
later, Cormac Herley stated: "Not only do users take no precautions against
elaborate attacks, they appear to neglect even basic ones." [33]

A lot of similar conclusions were drawn before recognising that users should
not be bothered with security related information except for the case that they
have to take a decision. For instance, this shift in thinking appears in the con-
clusion of the analysis of users’ reactions to malware and phishing warnings by
Akhawe et al.: "These results contradict the stereotype of wholly oblivious users
with no interest in security." [2] Similarly, Felt et al. noticed: "This demon-
strates that design can influence users’ security decisions." [24] Nevertheless,
people should be able to access further information if they are interested in
them.

Being a sub-field of usable security, the area of browser security indicators is
contributed to by this thesis. This field is well studied, but also rapidly evolving
so that many works are outdated [2, 10, 16, 20, 25, 56, 57, 58, 60, 68, 70].
Akhawe et al noticed already three years ago: "However, these studies are not
necessarily representative of the current state of browser warnings in 2013. Most
of the studies evaluated warnings that have since been deprecated or significantly
modified, often in response to criticisms in the aforementioned studies." More
recent important work in the area comes from Felt et al., who laid the basis for
the certificate warnings currently used in Google Chrome and Chromium [23].
They thought of a completely new warning by taking the findings of prior and
own studies into account.

In browsers, security indicators want to make the user aware of the degree
of the connection’s security. Although HTTP connections are not secure at all,
a lot of websites still rely on it, and browsers do not mark them as insecure.
For instance, man-in-the middle attacks of HTTP connections are a piece of
cake. Looking at the top 100 non-Google sites on the Internet, less than half
of them use the more secure HTTPS protocol [29]. To speed up the transition

13



14 CHAPTER 1. INTRODUCTION

Figure 1.1: Worldwide desktop browser usage in May 2016 according to Stat-
Counter Global Stats [59]

to HTTPS only, HTTP will be marked as non-secure by Google Chrome and
Chromium in the near feature [64].

Unfortunately, the Public Key Infrastructure (PKI) HTTPS relies on also
has some flaws that need to be resolved. In particular, the PKI builds on
trusting the CAs to issue certificates only after verifying the subject’s identity,
but some of them are not trustworthy anymore. Lately, the CA Symantec has
provided Blue Coat with certificate-issue powers although the latter is known
for producing and selling network equipment for espionage. Like any CA, Blue
Coat can now issue certificates for domain names to whoever they decide, even
if a certificate is already available [67].

A solution to that problem is Certificate Transparency (CT), the adoption of
which this thesis contributes to. First, this work wants to provide expert users
with more details about the CT information available per request. Then, it also
tries to complete the implementation of the CT’s experimental IETF standard
by proposing a way of informing users of CT issues as the connection should
not be established at all. All additions have to be coherent with existing similar
features and usable, accessible as well as understandable for every user.

The development focuses on the open-source browser Chromium running on
the operating system Microsoft Windows 7. In fact, Chromium forms the basis
for the most used browser Google Chrome, which is demonstrated in figure 1.1.
Moreover, users have indicated that they are using their stationary computers
and notebooks more than other devices to surf the Internet. The most used
operating system on this hardware is Microsoft Windows 7, which is illustrated
in figure 1.2.

A user-centred iterative design process accompanies you through the rest of
this thesis. According to Rogers et al., "iteration allows designs to be refined
based on feedback." [54, p. 330] In fact, users’ feedback is collected after each
milestone of the requirements, prototypes and implementation for reflection.
The following chapters are structured as follows.

At first, relevant security terms and concepts are documented in chapter 2.
In fact, the SSL / TLS protocol and the PKI are explained. Unfortunately, this
system has some flaws, which is presented together with the promising solution
CT. Two similar techniques namely DNS-based Authentication of Named En-
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Figure 1.2: Worldwide desktop operating system usage in May 2016 according
to StatCounter Global Stats [59]

tities (DANE) and Public Key Pinning are explained and discussed. At the end
of that chapter, the open-source browser Chromium and its current integration
of CT and Public Key Pinning are documented.

Iterations of the design process are carried out to define new features that
would improve Chromium’s CT integration. In chapter 3, first rough ideas
are generated by studying similar existing security indicators. As a result, an
early version of the functional requirements and a list of usability and user
experience goals for some new features are set up. In chapter 4, focus groups
explore people’s ideas and wishes, i.e. groups of several people meet to discuss
how CT should affect themselves. From the first ideas and the findings of the
focus groups, a final set of requirements is drawn at the end of that chapter.

Then, the new features are implemented and evaluated. In chapter 5, the
technical part of the development is documented. After an overview over the
development environment and Chromium’s architecture, the implementation of
each feature is detailed, and screenshots show the user interface. The evaluation
follows in chapter 6. A walk-trough, i.e. an individual demonstration of the
features, wants to catch first reactions from some people. Next, an online survey
is conducted to get more feedback from many people in a cheap manner.

Finally, a discussion and a conclusion mark the end of this thesis. A sum-
mary as well as as a discussion of the previous chapters follow in chapter 7.
Additionally, an outlook is made by suggesting a few concrete ideas not only
targeted to the developers of Google Chrome and Chromium, but also to all
browser manufacturers and researchers. At the very end, the conclusion in
chapter 8 restates the most important findings.
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Chapter 2

Foundations

In this chapter, important relevant security terms and concepts, such as the
SSL / TLS protocol and the public key certification, are introduced. This is
followed by an analysis of the current certificate system’s flaws, which leads
to the presentation of an improvement called Certificate Transparency and a
few similar techniques. Afterwards, the browser Chromium and its current
Certificate Transparency integration are described.

2.1 SSL / TLS protocol

Secure Sockets Layer (SSL) and its successor Transport Layer Security (TLS) are
cryptographic protocols that have been standardised by the Internet Engineering
Task Force (IETF). Their goal a secure communication between two entities,
e.g. between a web browser and a web server. TLS is a slightly modified version
of SSL and has even replaced SSL due to its higher security. However, both
abbreviations are often used interchangeably.

The goal of a secure communication between two entities is attained by
using encryption. The network layer Transmission Control Protocol (TCP) is
enhanced with libraries on the application layer providing three properties:

• Confidentiality: The transmitted data is kept private so that it cannot be
read or modified by a third party.

• Integrity: The accuracy and the consistency of the transmitted data is
maintained and assured.

• Authenticity: Both sides can be sure to know who they are communicating
with because they have been verified.

The currently used version of TLS is 1.2 specified in RFC 5246 [17]. It
has gained widespread use in applications such as web browsing, e-mailing, and
phoning via voice-over-IP (VoIP). Supported by all popular web browsers and
web servers, its usage of sending HTTP over TLS is indicated in web browsers
by prefixing https instead of http to the domain name and by showing a green
lock icon. It uses cryptographic keys to encrypt and decrypt the transmitted
data and to authenticate the communicating entities through a X.509 certificate.

17
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2.2 Certificates

An entity, such as a person, company and router, can have one or more (di-
gital) certificates that are issued by a certificate authority (CA). A certificate
provides assurance about their subject’s identity and confidentiality of the data
transmitted between entities. Its most important components are listed in the
following:

• Public key of the subject

• Globally unique identifying information about the subject, such as a do-
main name and an identity card number

• (Digital) signature of a CA

2.2.1 Public key certification

The process of binding a public key to an identity with a signature is called pub-
lic key certification and is usually performed by a CA. When issuing a certificate,
the CA attests that a public key belongs to a specific identity. At first, the CA
has to verify the entity’s identity although there are no mandatory procedures
for how this verification is done. Hence, the CA has to be globally trusted "to
have performed a suitably rigorous identity verification" [40, p. 723]. As soon as
the CA has completed the verification, it performs the public key certification.

Another entity can verify the certificate. In a client-server setting, the cer-
tificate is sent to and verified by the client during the TLS handshake. First,
it checks whether the signature is from a trusted CA. Then, the hash obtained
from decoding the CA’s signature on the certificate using the public key of the
CA is compared to the hash computed over the rest of the certificate. If one of
both checks fails, a warning is usually shown to the user, and the communication
setup is aborted.

A list of trusted CAs comes with operating systems and web browsers. In
particular, Apple, Microsoft and Mozilla manage their own list following own
criteria, which they include as trust store in their products [26]. In contrast,
Google does not do so that their browser Chrome relies on the trust store of the
operating system. A CA can also be added manually, which is done in corporate
settings with intermediate CAs used by proxies and antivirus software.

Besides relying on CAs, certificates can also easily and quickly be self created
and self signed using a software library like LibreSSL1. After having generated
a private key, you would create a Certificate Signing Request (CSR) that you
sign with your private key. Then, you would generate a self-signed certificate
from the CSR and your private key [1]. If a web browser encounters such a
certificate, it issues a warning and allows the user to decide whether to accept
this certificate or not.

2.2.2 X.509

X.509 is a standard for a Public Key Infrastructure (PKI), i.e. it prescribes
every aspect of certificates, which is defined in RFC 5280 [15] and updated by

1http://www.libressl.org/. Accessed: 2016-06-08.

http://www.libressl.org/
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RFC 6818 [71]. In fact, it specifies certificates’ issuance, validation, revocation
and format, including basic fields and extensions. It is used by the TLS protocol.

2.3 Public Key Infrastructure flaws

Since hundreds of trusted CAs come with operating systems and browsers, two
main points of failure emerge. Firstly, CAs could be comprised or forced to
issue false certificates. Secondly, certificates could be issued by CAs by mistake.
A certificate could even be created for an entity that already has a valid one.
Moreover, it is difficult for the CA to detect all false certificates if the traces of
issuance got deleted.

The Dutch CA DigiNotar is a prominent example of a comprised CA. In
2011, hackers broke into its system to issue at least 531 faked certificates for
domains of Google, Mozilla, The Tor Project and many others [46]. These false
certificates were used to eavesdrop on Iranian Internet users by conducting man-
in-the-middle (MITM) attacks [5]. They were revoked months later. Thereafter,
the CA had lost all their customers’ trust and went bankrupt.

The Malaysian CA DigiCert Sdn. Bhd. is an example of a CA issuing certi-
ficates by mistake. The CA accidentally issued 22 insecure certificates [48, 52].
Unfortunately, these could and might have been used by hackers for malicious
attacks. Browsers subsequently revoked trust in all certificates issued by this
organisation because it was difficult to track down the false ones.

Although these attacks are becoming more and more frequent, only a few
countermeasures exist. One widely used mechanism is the browsers’ blacklist-
ing of malicious websites. These lists are updated frequently and also include
websites that are provisioned with mistakenly issued or false certificates. For
instance, the browsers Apple Safari, Chromium, Google Chrome and Mozilla
Firefox rely on Google’s Safe Browsing service [31, 38, 65], the blacklist of
which results from an automated security analysis of Google’s web index [32].
When the user tries to navigate to a blacklisted website, they see an interruptive
warning. However, false certificates may not be detected and revoked for weeks
or even months. Until then, they are accepted by browsers, and many users
may fall victim to attacks.

2.4 Certificate Transparency

Certificate Transparency (CT) is an open and public framework that aims to
solve the problems explained in the previous section. It was invented by Ben
Laurie and Adam Langley at Google Inc. It is described on its project web-
site [27] and as an experimental IETF standard in RFC 6962 [42].

Its goal is to detect certificates issued by CAs by mistake and CAs that got
compromised in nearly real-time. In fact, it should provide an open auditing
and monitoring system that lets any domain owner and CA determine directly
whether certificates have been mistakenly or maliciously issued. If a false cer-
tificate is found, the certificate should be revoked directly. There are several
benefits for the PKI:
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• Early detection of false certificates and suspect CAs: False certificates and
suspect CAs are detected in a few hours instead of in some days to several
months.

• Faster mitigation after detection of false certificates or suspect CAs: Due
to the shorter detection time, the mitigation process relying on existing
mechanisms like certificate revocation is sped up.

• Better oversight of the entire certificate system: Anybody can observe and
verify newly issued and existing certificates as well as the integrity of the
CT system.

Hence, CT would make browsing safer for all users by protecting them from
being attacked by using false certificates. The CT framework consists of three
sets of components: logs, monitors and auditors. They are explained in the
following subsections.

2.4.1 Logs

The first component is the set of logs, which are run as servers and are at the
heart of the system. Independently of each other, they maintain a record of
certificates. These simple network services have three three properties:

• Append-only records of certificates: Certificates can only be added, not
modified, deleted or retroactively inserted into a log. In fact, they are
appended to an ever-growing Merkle hash tree.

• Cryptographically assured: Everybody can request a cryptographic proof
to verify the logs’ integrity. As mentioned before, Merkle hash tree is the
used cryptographic mechanism.

• Publicly auditable: Anyone can query a log to verify that the log is be-
having properly or that a specific certificate has been added. The com-
munication with the log(s) is possible via simple HTTPS GET and POST
messages.

A Merkle hash tree allows the efficient, secure and quick verification of data.
Every leaf node carries a piece of data, and every non-leaf node carries the
hash calculated from the values of its child nodes. In particular, demonstrating
that a leaf node is a part of a hash tree requires handling an amount of data
proportional to the logarithm of the number of nodes of the tree. In contrast,
the same check in hash lists needs an amount proportional to the number of
elements. Another difference from hash lists is that one branch of the hash tree
can be checked immediately, so the verification can already start without having
the entire tree, and different branches can easily be checked in parallel.

The submission of certificates to logs happens in an asynchronous way. Al-
though anyone can submit certificates, CAs will usually perform this step. After
receiving a certificate, the log replies with a Signed Certificate Timestamp
(SCT). If the same certificate has already been added, the log may return the
same SCT it returned before.

The SCT is a promise to add the certificate to the log within a time period
called Maximum Merge Delay (MMD). In fact, most logs use an MMD of 24
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hours [30]. Periodically, each log appends all its new entries to its Merkle hash
tree and signs the root of the tree. The SCT is appended to the certificate by the
entity that submitted the certificate to the log and accompanies the certificate
throughout the certificate’s lifetime. A certificate can have more than one SCT
as it can be submitted to more than one log.

In a client-server setting, the SCT is checked during the TLS handshake. The
TLS server sends its certificate with the corresponding SCT(s) to the TLS client.
If there is no SCT or if an SCT is invalid, the certificate will not be accepted
by the TLS client, and the establishment of a connection will be aborted. A
SCT is invalid when its timestamp is in the future or when the verification of
the signature calculated from the SCT and the corresponding certificate fails.

Although logs can be operated by CAs, ISPs and any other interested party,
no large number of logs is needed. On the one hand, there should be enough
logs so that logs’ failures or temporary outages are not a problem. On the other
hand, there should not be so many that they become difficult to observe. Google
Inc. recommends having between 10 and 1000 logs [28].

2.4.2 Monitors

The second component is the set of monitors, which are run as servers like
the logs. Monitors act as clients to the log servers by periodically fetching all
new entries from the log(s) they observe. Then, they verify the logs’ integrity
and raise the alarm in case of a found inconsistency. They can also watch for
specific certificates and suspicious certificates with unusual extensions or strange
permissions like CA capabilities. Moreover, they can have complete copies of
their observed logs so that they can act as backup read-only logs. Hence, they
can provide the logs’ data to auditors and other monitors that are trying to
query logs that are down for a prolonged period of time. Monitors can be run
by companies, organisations, governments, tech-savvy individuals, CAs and as
subscription-based services for domain owners.

2.4.3 Auditors

The third and final component is the set of auditors, which can easily be integ-
rated into TLS clients, such as web browsers. However, they can also be run as
standalone services or added to monitors. They act as clients to the log servers
like the monitors, while they can also connect to monitor servers that act as
backups of offline logs.

Auditors can usually perform two actions. The first function is the veri-
fication of the logs’ overall integrity by downloading and checking (parts of)
the underlying Merkle hash tree. It fails if a certificate has been retroactively
inserted, modified or deleted, i.e. a hash carried by a non-leaf node does not
match the one calculated from the values of its child nodes. Consequently, the
log would be marked as suspect.

The second function is the verification of a specific certificate’s presence
in a log by asking the log for and verifying an inclusion proof based on the
Merkle hash tree mechanism. Since all certificates must be registered in a log,
a certificate that is not is suspect. If one of both verifications fails, the user or
owner of the auditor is warned. TLS clients with an integrated auditor, such
as a web browser, may even refuse to establish a connection. However, such
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an integration would introduce latency and raise privacy concerns because a
request has to be sent for the certificate of each origin that needs to be loaded.

2.4.4 Real world deployment

Currently, there are 14 logs [30]. Google is operating three, Symantec and Izenpe
are running two each, and Certly, CNNIC, DigiCert, StartCom, Venafi, Wang
Shengnan and WoSign are operating one each. Nine of them are included in
Chromium as of version branch M51. The second log of Izenpe and the logs of
CNNIC, StartCom, Wang Shengnan and WoSign are pending inclusion while
being monitored and tested for compliance with the inclusion requirements [61],
which contain criteria like a 99% uptime and the adherence to RFC 6962 [42].
In contrast, the log of Certly and the first log of Izenpe will be removed from
Chromium because they have violated these rules.

Currently, only one major browser, namely Google Chrome, has included
partial support for CT. The current CT integration in Chromium, which serves
as the basis for Google Chrome, will be fully presented in the section after next.
In December 2014, Mozilla announced that they will support CT in the future,
but they did not present a schedule [49] although there are some code changes in
the pipeline [36, 37]. Microsoft Corporation and Apple Inc. have not announced
any plans of support for their browsers Internet Explorer and Edge respectively
Safari yet.

2.5 Similar mechanisms
A few mechanisms similar to CT exist, but they have some shortcomings. In
the following, the concept, including weaknesses and advantages, of DANE and
Public Key Pinning are described. Both could be used in parallel with CT.

2.5.1 DNS-based Authentication of Named Entities

DNS-based Authentication of Named Entities (DANE) enables domain name
owners to bind certificates to their domain names using Domain Name System
Security Extensions (DNSSEC). Therefore, the public keys of the certificates are
stored in Domain Name System (DNS) records that are signed with DNSSEC.
The client has to look up the record and compare its data with the certificate
received during the TLS handshake. DANE is defined in RFC 6698 [34].

Currently, no web browser implements DANE. However, plugins for the ma-
jor browsers are available. For example, the plugin DNSSEC/TLSA Validator2

supports Apple Safari, Google Chrome, Microsoft Internet Explorer, Mozilla
Firefox and Opera.

Compared to CT, the use of DANE has a few drawbacks. First of all, you
are dependent on the availability of DNS servers. In fact, DNS lookups can fail
because non-standard DNS records including DANE records are blocked in some
networks [41]. Additionally, looking up the record for every website you visit
introduces latency and privacy concerns. Last but not least, it requires some
server setup: The DNS server must support DNSSEC, and the the DANE DNS
records must be modified upon every certificate change. However, it reduces the

2https://www.dnssec-validator.cz/. Accessed: 2016-06-08.

https://www.dnssec-validator.cz/
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need for trust in the CAs and offers stronger domain name authentication [11]
as well as the possibility to use self-signed certificates.

2.5.2 Public Key Pinning

Website operators can indicate which certificate(s) must be present in the certi-
ficate chain of their website. Upon reception of the server’s certificate, the client
compares the public key hashes of the certificates in the server’s certificate chain
to a set of accepted ones for that domain name. If at least one has matched,
the certificate is accepted. Otherwise, it is rejected, and a warning is usually
shown.

The client can get the allowed hashes statically or dynamically. Static certi-
ficate pinning means that the client ships with a built-in list of the whitelisted
hashes per domain name. Dynamic certificate pinning is achieved by the HTTP
Public Key Pinning Extension (HPKP), which is defined in RFC 7469 [21]. Us-
ing this extension, the server adds a HTTP header field to all responses that tells
the client which certificates of the received certificate chain should be checked
against over a specified period of time.

Currently, not all major browsers support certificate pinning. Static and
dynamic certificate pinning are included in Chromium, Google Chrome [22, 50]
and Mozilla Firefox [14, 50]. Often, a root certificate, i.e. the certificate of a
CA, is indicated by the website operators so that only certificates issued by this
specific CA and intermediate authorities are accepted.

Compared to CT, Public Key Pinning has some shortcomings. When relying
on HPKP, the web server must be adapted to serve the additional header, and
the website is protected only after the first visit. Moreover, if the private key
is stolen, the website administrator cannot immediately use a new certificate
because the clients require an update of the whitelist or a timeout of the pinning
introduced by HPKP. Additionally, the client cannot verify that a newly created
website really belongs to the specified owner. However, it reduces the need for
trust in the CAs, is relatively simple to integrate into clients and servers [11]
and offers the possiblity to use self-signed certificates.

2.6 Chromium

Chromium3 is a free and open-source web browser that "should feel lightweight
(cognitively and physically) and fast" [66]. In fact, it has a minimalist user
interface and runs on multiple operating systems: Android, BSD, Linux, OS X
and Windows. Its development was initiated by Google Inc. in 2008. Nowadays,
its code base is about nine gigabytes large; most code is written in C++.

The popular web browser Google Chrome is based on Chromium. A few
features are added, such as a built-in PDF viewer. Moreover, Google Chrome
has a different licencing. For instance, the Google and Google Chrome names
and trademarks are used. Other additions are the integration of Adobe Flash
Player and supplementary media codecs.

3https://www.chromium.org/. Accessed: 2016-06-08.

https://www.chromium.org/
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Figure 2.1: Pop-ups that open when the lock icon is clicked display the cur-
rently shown CT information in the last sentence of the first paragraph in the
connection tab.

2.6.1 Current integration of Certificate Transparency

The current implementation of CT in Chromium is passively visible in a few
places. Figure 2.1 shows two images with minimal differences of the same pop-up
that opens when the lock icon is clicked. As you can see in the image on the left,
the sentence "Valid Certificate Transparency information was supplied by the
server." is added to the identity paragraph if at least one SCT is provided and
the SCTs are all valid and verified. The image on the right illustrates the case
in which no SCTs are present. Then, the sentence "No Certificate Transparency
information was supplied by the server." is added. This is the only indicator
that shows that something is wrong, and the website is also loaded even though
the CT standard says that a certificate without a SCT should not be accepted.

Another visible difference is the green box around the lock icon and the name
of the CA that issued the certificate in the image on the left in figure 2.1. This
is an indicator for an Extended Validation (EV) certificate, which requires the
verification of further information of companies upon issuance. Since May 2015,
Chromium and Google Chrome does not show the indicator for EV certificates
issued after the 1st January 2015 anymore if no SCTs were appended [44].

Currently, more CT information of a certificate can be found in the integ-
rated network logging system called Chrome’s NetLog. You can open it by
surfing to chrome://net-internals in one tab before visiting a website in a
different tab. Then, you have to select Events from the drop-down list in the
first tab, look for a SOCKET event type and click on it. In the new column ap-
pearing on the right, look for SIGNED_CERTIFICATE_TIMESTAMPS_RECEIVED and
find CT details below it.
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Figure 2.2: Certificate warning due to Public Key Pinning with the expanded
advanced section

2.6.2 Current integration of Public Key Pinning
Chromium uses static and dynamic Public Key Pinning. The browser is shipped
with a whitelist that contains websites of Dropbox, Facebook, Google, Spideroak,
Twitter and Yahoo [62]. The HTTP Public Key Pinning Extension is also
supported. If a failure is detected, a blocking warning page is shown, which can
be seen in figure 2.2.
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Chapter 3

First ideas

This chapter presents the first ideas that emerged during research for this thesis.
They will serve as input for the design process and will be refined in the fol-
lowing. Related work is mentioned when appropriate. At first, the standard
certificate indicators are analysed. Then, the functional requirements for the
improvement are described. They were even further developed by thinking of
the usability and user experience goals, which are listed afterwards.

3.1 Security indicators

The indicators used for displaying certificate information can be active or pass-
ive. In the following, both types and their efficiency are discussed.

3.1.1 Passive indicators

Passive indicators, also known as non-blocking indicators, do not require any
direct interaction of the user, but they may need a user action to be displayed. In
Chromium, passive indicators presenting certificate information are integrated
into the location bar, such as the lock icon and the https indicator, and in the
pop-up that appears when the lock icon in the location bar is clicked.

Figure 3.1 shows two states of the pop-up that appears when you click on
the lock icon in Chromium. However, the basic structure is the same across all
states. The pop-up contains confidentiality information on the top. In its con-
nection tab, identity and connection information sections follow. This division
supports the "clear separation between identity and confidentiality indicators"
promoted by Biddle et al. [9]. Differently coloured lock icons serve as visualisa-
tion of their corresponding identity and connection information sections.

Unfortunately, the effectiveness of passive indicators has been doubted. In
fact, Wu et al. found out that they are overlooked or ignored completely [70].
Moreover, Whalen et al. used eye tracking to confirm that these indicators are
totally ignored by 25% of their participants [68]. Dhamija et al. also conclude
that "existing anti-phishing browsing cues are ineffective. 23% of participants
in our study did not look at the address bar, status bar, or the security indic-
ators." [16] "Users will enter their passwords even when HTTPS indicators are
absent. All participants [of a study by Schlechter et al.] entered their pass-

27
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Figure 3.1: Pop-ups that opens when the lock icon in the location bar is clicked
on. The pop-up on the left indicates the presence of valid CT information in
the last sentence of the first paragraph in the connection tab. The pop-up on
the right shows warnings because the certificate’s domain name does not match
the website’s domain name.

words after HTTPS indicators were removed, including all 27 who were using
their own [online banking] account credentials." [56] Besides not being noticed,
the traditional certificate indicators including the ones in the location bar and
pop-up messages are not understood, according to Downs et al. [19].

3.1.2 Active indicators

Active indicators interrupt the user in carrying out their current task. Therefore,
they are also known as blocking and interruptive indicators. In fact, they urge
the user to understand the indicator, such as a warning text or image, and,
usually, to choose between several options. "Although browsers still have passive
SSL indicators, interruptive SSL and phishing warnings are now the primary tool
for communicating security information to users" according to Akhawe et al. [2].

Opinionated Design is used to to "promote the safe choice as the preferred
option. [...] Even without reading, the user should understand the instruc-
tion." [23] Two options are available on the warning page, a coloured button
with the caption "Back to safety" and a simple "Advanced" link, whereas the
button catches the user’s eye directly. To opinionated design, Felt et al. also
attribute the improvement that 30% more users did not click through their SSL
warning compared to the old one in their study [23]. A click on the button will
make the browser leave the warning page. If the link is clicked on, a section
with more information about the error and a link with the caption "Proceed to
example.com (unsafe)" to continue to the possibly false website are unhidden.
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Additional options would be to leave the page by closing the current browser
tab or browser window, and to type into the location bar a new URL.

Due to the promising study results evaluating the SSL warning of Felt et
al., it got integrated in Chromium [23]. Since then, only a few small changes
have been made. Felt et al. wanted to create a better warning as reaction to the
results of Akhawe et al.’s study demonstrating that Google Chrome users passed
70% of the certificate warnings [2]. Compared with the old warning, everything
had been changed. The layout was made clearer using a uniform light grey
background, a red lock icon and uniform text colors. Additionally, the text was
made as short as possible and simplified using simple, non-technical language.
In 1980, Anderson et al. already discovered that the less technical the words in
advertisements are, the more readers show interest and pay attention [4]. Since
then, this finding has been confirmed for warnings a few times so that nowadays,
it is recommended to not use technical terms [7, 9, 10, 60].

Many works support the effectiveness of active indicators. While all study
participants of Schlechter et al. ignored the passive indicators, only "eight of 22
participants (36%) who were using their own [online banking] account chose to
login after seeing the warning page." [56] Similarly, Egelman et al. found that
"of the participants who saw the active warnings, 79% chose to heed them and
close the phishing websites [...]" [20].

The click-trough rate decreases with a higher number of clicks required to
proceed through the active warning page. For instance, the certificate warning
found in Mozilla Firefox requires 4 clicks. Nobody of the Firefox users dismissed
its active warning to enter their information in a study of Egelman et al. [20].

In laboratory studies, Sunshine et al. [60] and Sotirakopoulos et al. [58] also
found that significantly less people proceeded through Firefox ’s active warning
than through the one of Internet Explorer. However, 40% of the participants
of Sotirakopoulos et al. mentioned at the end of the study that the laboratory
environment influenced their decision either because they felt safe or were trying
to complete the task [58], which destroys the validity of both studies’ findings.
Moreover, older studies should be looked at carefully since the active warnings
have been modified by using different wording and design.

However, fields studies support the claim that a higher number of required
clicks decreases the click-through rate. In fact, the field studies conducted by
Akhawe et al. [2] and Felt et al. [23, 24] are free of these biases as they relied
on the browser’s telemetry data. Akhawe et al. found out that the third step
of confirming the dialogue box discourages 15% of users from proceeding [2].
Similarly, Felt et al. conclude that the "[...] third step is a bigger deterrent.
Combined with our finding, this suggests that the effectiveness of an extra step
may depend on its complexity." [23]

After all, users become familiar to designs. Therefore, Sotirakopoulos et al.
argued that "[...] over time web users may have become accustomed to it and
learnt the necessary steps they need to take in order to go past the warning." [58]
Therefore, users may click on any number of buttons as soon as they have found
out that this clicking sequence will lead them to their desired result.
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3.2 Functional requirements

The functional requirements describe the desired features of the implementation.
In this thesis, the passive and active indicators will be adapted to comply with
the CT standard. Additionally, a dialogue that shows details for expert users
will be added.

The verification of the CT information leads to one of four possible outcomes,
which are combined into two cases. Both cases are described and used on the
assumption that all other certificate checks have passed.

Case I represents the presence of one or more successfully verified SCTs.

Case II groups together the three other outcomes: no SCTs are present, a SCT
from an unknown log is present, and a SCT from a known log is present
but failed to validate.

Passive indicators

Case I is already fully integrated, which is shown in the screenshot on the left in
figure 3.1. In fact, the lock icon and the https indicator in the location bar are
green. The confidentiality information in the pop-up is not effected negatively;
its sentence reads: "Your connection to this site is private." The sentence "Valid
Certificate Transparency information was supplied by the server." is included
in the identity information section because CT information is also part of the
identity information. There is no effect of CT on the connection information
section.

Case II is only partly integrated in Chromium. The lock icon and the https
indicator in the location bar need to be red. In the pop-up that appears when
you click on the lock icon, the text of the confidentiality information paragraph
should change to "Your connection to this site is not private". Additionally, the
identity information section in the connection tab of the pop-up should show a
red lock icon and the introductory sentence "The identity of this site has not
been verified." followed by another sentence different for each outcome, which
is already shown:

• If no SCTs are present: "No Certificate Transparency information was
supplied by the server."

• If a SCT from an unknown log is present: "Certificate Transparency in-
formation was supplied by the server, but one or more of the Certificate
Transparency logs were not recognised."

• If a SCT from a known log is present but failed to validate: "Certificate
Transparency information was supplied by the server, but it was invalid."

Furthermore, the connection information section is not be effected in case
II. Overall, it would look similar to the screenshot on the right in figure 3.1. In
this image, the domain name of the certificate does not match the domain name
of the website.
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Figure 3.2: Certificate warning due to the mismatch between the certificate’s
and the website’s domain name with the expanded advanced section

Active indicators
In case II, a warning page should be shown. In fact, it would look similar to
the current warning shown in figure 3.2. Its page title "Privacy error", heading
"Your connection is not private" and primary paragraph "Attackers might be
trying to steal your information from example.com (for example, passwords,
messages, or credit cards)." would be taken over. However, the paragraph in
the advanced section, which provides expert users with more details about the
problem, would have to be adapted. The first part of the first sentence "The
server could not prove that it is example.com;" would be taken over, while the
second part would be adapted to every possible outcome:

• If no SCTs are present: "its security certificate has no Certificate Trans-
parency information."

• If a SCT from an unknown log is present: "its security certificate has
unrecognised Certificate Transparency information."

• If a SCT from a known log is present but failed to validate: "its security
certificate has invalid Certificate Transparency information."

Finally, the last sentence would be taken over again: "This may be caused
by a misconfiguration or an attacker intercepting your connection." All available
options will be maintained too.
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Details dialog

For the expert users, details about the SCT(s) will be added. Information about
the SCT’s issuance, such as the log’s operator, the issuance time and the used
algorithms, will be presented. Currently, there is a dialogue box presenting
the certificate details, which can be opened by clicking on the link "Certific-
ate information" in the connection tab of the pop-up. However, it cannot be
expanded with CT information so easily as it is part of the operating system.
Alternatively, the SCT details will be put into a new dialogue box, which can
be opened by clicking on a link added next to the existing one.

3.3 Usability goals

The implementation also has to accomplish the usability goals that resulted from
breaking down usability to effectiveness, efficiency, learnability, memorability,
safety and utility by Rogers et al. [54, p. 19]. As these properties are difficult
to measure, they are described using helpful and detailed questions with their
corresponding answers. During development, they will be revisited to check the
adherence to them.

Effectiveness

The effectiveness of using a system describes "how good a product is at doing
what it is supposed to do" [54, p. 19].

1. How long will it take a user to figure out that they may be under attack?
The user should notice that a warning page instead of the desired website
is shown within some milliseconds to a few seconds.

2. How long will it take a user to figure out that they are not under attack?
It will take some milliseconds to a few seconds for the website to be shown
normally, which should be instantly noticed by the user. Additionally, the
user may check the presence of a green lock icon and a https indicator in
the location bar.

3. How many clicks are needed to find detailed CT information?
Three clicks are needed: The user clicks on the lock icon in the location
bar, then on the connection tab in the appearing pop-up and finally on
the link that opens a dialogue box with CT details.

Efficiency

The efficiency of using a system describes "the way a product supports users in
carrying out their tasks" [54, p. 20].

1. If the CT information is valid, can the user easily verify it?
Yes, the user can throw a quick look at the green lock icon and the green
https indicator in the location bar. Basic information about the CT veri-
fication can be found in the connection tab of the pop-up that opens when
the user clicks on the lock icon. In this pop-up, the user can also click on
a link to open a dialogue box with more CT details.
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2. If one of the CT checks fails, is the user well informed about the possible
causes and consequences?
Yes, the user will be confronted with a warning page explaining the is-
sue with simple, non-technical terms. In its main paragraph, a possible
consequence of continuing can be read. When the user clicks on the "Ad-
vanced" link, further details about the issue, including possible causes, are
shown.

3. If one of the CT checks fails, are the possible options like aborting and
proceeding easy to reach?
Yes, the possibilities of aborting are easy to reach. In fact, the user can
click on the blue "Back to safety" button or on the buttons closing the
current tab or the complete web browser window. The proceeding option
has to be unhidden first by clicking on the "Advanced" link.

Learnability
The learnability describes "how easy a system is to learn to use" [54, p. 21] by
exploring and trying out certain actions.

1. Is it possible for the user to have a look at the CT details without breaking
anything?
Yes, the user can always open the pop-up by clicking on the lock icon in
the location bar and switching to the connection tab. There, they can also
open the CT dialogue box by clicking on the corresponding link. These
actions have no effect on the website itself and do not break the web
browser or underlying operating system.

2. If one of the CT checks has failed, and if the user has continued, is it
possible for the user to check whether they are still endangered?
Yes, the passive indicators stay in an alerted state, i.e. the lock icon and
the https indicator in the location bar stay red.

3. If one of the CT checks has failed, and if the user has aborted, is it possible
for the user to still access the website?
Yes, the user can retry to access the website. If the same warning is
shown again, the option of proceeding is still available in the expandable
advanced section.

Memorability
The memorability of a system describes "how easy a product is to remember
how to use, once learned" [54, p. 22]. This process can be improved by a clear
layout, meaningful icons and simple, appropriate text.

1. What kind of interface support is provided to help the user remember all
outcomes?
The passive and active indicators of the web browser, with which the user
is already familiar, are reused.

2. What kind of interface support is provided to help the user remember to
choose the safe option of not proceeding?
Opinionated design is used to highlight the button "Back to safety".
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Safety

The safety of a system describes how the user is protected from accidentally
triggered actions, dangerous conditions and unwanted situations by the sys-
tem [54, p. 20].

1. If one of the CT checks fails, is the user warned?
Yes, the web browser shows a warning page and adapts the lock icon as
well as the https indicator in the location bar.

2. If one of the CT checks fails, does the warning page show an option to
abort?
Yes, the button to abort on the warning page is highlighted and labelled
"Back to safety".

3. If one of the CT checks has failed, and if the user has proceeded, how
easily is the condition still to grasp?
The user is reminded by throwing a look at the red lock icon and the red
https indicator in the location bar of the current condition.

Utility

The system has to have a good utility, i.e. "the right kind of functionality so
that users can do what they need or want to do" [54, p. 20].

1. Is it possible to proceed to the website if the CT checks fail?
Yes, the user has to click on the "Advanced" link and then on the unhidden
"Proceed to example.com (unsafe)" link.

2. Is it always possible to have a look at the details of the CT information?
Yes, the user can always find details about the CT in the connection tab
of the pop-up that appears when the lock icon is clicked.

3.4 User experience goals
User experience goals are properties the system should make its users feel or
not. Therefore, it is distinguished between desirable and undesirable goals. For
each group, two most suitable goals have been picked from the ones collected
by Rogers et al. [54, p. 22] Like the usability goals, they are described using
questions and answers.

Desirable goals

The implementation should guarantee a helpful and satisfying user experience.

Helpful

The system should provide help or be useful [45].

1. How helpful is the main text of the interruptive warning?
It explains in simple words that the user may be under attack and which
personal data may get stolen if they ignore this warning.
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2. How helpful is the advanced section of the interruptive warning?
It presents more information like possible causes and an option of continu-
ing.

Satisfying

The system should make "you feel pleased by providing what you need or
want" [13].

1. If one of the CT checks fails, is it clear why a warning page is shown?
Yes, the main text of the warning page suggests an attack, and the ex-
pandable advanced paragraph holds even more details.

2. If one of the CT checks fails, can you continue nevertheless?
Yes, you can.

3. If not under attack, do you get disturbed by CT information?
No, you do not.

Undesirable goals

The user experience of the implementation should neither be frustrating nor
patronising.

Frustrating

The system should not make you "feel annoyed and impatient because you
cannot do or achieve what you want" [53].

1. If one of the CT checks fails, is any action completely prevented?
No, the user can proceed or abort.

2. If one of the CT checks fails, is it easy to proceed anyway?
Yes, it is possible in two clicks.

3. If one of the CT checks fails, do you have to wait until you can continue?
No, you do not.

Patronising

The system should not make you feel stupid and tell what to do and what not
to do.

1. If one of the CT checks fails, is any action completely prevented?
No, the user can proceed or abort.

2. How easy are the different parts of the text to understand?
The expertise required to understand the different parts of the text in-
creases by the clicks needed to show them. The main text of the active
warning can be read instantly and uses simple, non-technical words. When
the "Advanced" link is clicked on, the advanced section with a simple, brief
explanation of the current issue is shown. Additionally, a similarly under-
standable sentence about CT is shown in the pop-up that opens when you
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click on the lock icon in the location bar. Finally, experts should be sat-
isfied by the details found in the dialogue that can be opened by clicking
on a link in the pop-up.



Chapter 4

Exploration focus groups

A focus group is a qualitative research method, in which a group of people
explores and discusses issues, ideas, concepts, services or products. The goal
of running a focus group is to "learn about users’ attitudes, beliefs, desires,
and reactions" [18] by "discuss[ing] new concepts and identify[ing] issues" [51,
p. 214]. Therefore, participants’ spontaneous reactions and ideas, which may
be built on top of each other, are caught.

A moderator facilitates the discussion. In fact, they follow a predefined
agenda in an unstructured way so that they can change the order of topics
and questions to keep the discussion flowing smoothly. They also stop ramblers
from dominating the discussion and encourage quiet people to participate. As
the moderator is busy with these tasks, most focus groups get recorded, and
one or more note takers write down the most interesting points.

In literature, there is no agreement on minimum and maximum numbers of
focus group participants. According to Rogers et al., three to ten participants
are necessary [54, p. 238], whereas Jakob Nielsen restricts this interval to six to
nine [51, p. 214]. The Digital Communications Division in the U.S. Department
of Health and Human Services agrees with the maximum of Rogers et al., but
sets five instead of three as the minimum [18].

This chapter documents the use of three focus groups that met twice for
one hour. First, the goals of running these focus groups are laid out. Then,
an explanation of the study design, which includes a description of the focus
group composition, of the participants and of the procedure, is followed by the
documentation of the results and a discussion. After a list of the implications
of this study, a conclusion marks the end of this chapter.

4.1 Goals

Being part of this thesis’ applied iterative design process, focus groups were
used to explore how the CT information could be made usable, accessible and
understandable by every user. In fact, participants’ ideas of what should happen
upon valid and invalid CT information was collected. Therefore, participants
brainstormed, created and discussed own designs. At the end, the results were
used to define the final set of requirements.

37
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4.2 Methodology
This section describes the different focus groups and participants first. Then,
the procedure of the study is detailed.

4.2.1 Focus group composition
Three focus groups differentiating by the participant’s depth of certificate un-
derstanding were created. This approach was inspired by Rogers et al., who
suggest creating different focus groups when people use the service for different
purposes [54, p. 238]. Jakob Nielsen also encourages to use more than one focus
group to have more representative results [51, p. 215].

The first group’s participants had no to little understanding of the certificate
system. In fact, they were expected to only be able to check if they are under
attack or not. In the following, this group is called inexpert group.

In contrast, participants of the second focus group had a relatively good
understanding of the certificate system. While they were supposed to have the
same need than the first group, they may sometimes want to have a look at CT
details. This group will be referred to as expert group.

Like a mixture of both first groups, the third group was composed of parti-
cipants with different levels of understanding. While having different needs, the
participants were expected to inspire each other due to different backgrounds.
In the following, this group is named mixed-expertise group.

4.2.2 Participants
In this subsection, the requirements for the participation in the focus groups
are listed before the recruitment process is described. Of all initially interested
people, some got excluded, which is shortly documented. The remaining people
were assigned to the different groups, which is explained together with their
demographics.

Requirements

There were three requirements for participating in the focus groups:

1. The participant must be 18 years old or older to facilitate the legal use of
their data.

2. The participant must use Google Chrome or Chromium as primary or
secondary browser so that they are familiar with using it.

3. The participant must consent that their data will be used and may be
published pseudonymously.

Recruitment

People interested in participating in the focus groups had to fill out an online
pre-questionnaire. The results of this questionnaire were used to determine
whether the participants meet the requirements, to allocate them to the groups
based on their understanding of the certificate system and to balance these
groups by age and gender. A link to the pre-questionnaire was sent over a
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Group Age Gender
18 - 24 25 - 34 Female Male

Expert 2 2 2 2
Inexpert 2 2 3 1
Mixed-expertise 1 2 1 2
Total 5 6 6 5

Table 4.1: Participants’ age and gender per group

public mailing list of the Computer Science Students’ Representative Council of
the Saarland University, posted in a few Facebook groups being composed of
locals and sent to personal contacts. Filled out by 22 people after three weeks,
the pre-questionnaire was closed.

The pre-questionnaire consisted of a description of the focus groups and 12
questions. It collected participants’ demographic data, level of Internet experi-
ence and e-mail address to schedule meetings. In the introduction, the reward of
a 10e Amazon voucher for each attended meeting was communicated. By sub-
mitting the questionnaire, people consented that their data may be published
pseudonymously. The complete questionnaire can be found in appendix A.1
on page 105. The free and open source survey tool LimeSurvey1 was used to
conduct this study.

Excluded participants

Half of the 22 participants of the pre-questionnaire were excluded. In fact, four
did not fulfil the requirements. While two others had not replied to schedule
a meeting, two had even such a busy schedule that they did not find time to
participate. Before the first meeting, three more withdrew from the study at
short notice.

Participants’ demographics

The remaining 11 participants were assigned to the three different focus groups
based on their Internet experience and knowledge about certificates. The expert
and inexpert groups consisted of four members each, while the mixed-expertise
group was composed of three people. To determine the knowledge about certi-
ficates, the ratings on the 5-point Likert scale to the statements of [Q11], from
strongly disagree (0) to strongly agree (4), were summed up per participant. In
the following, this sum is referred to as expertise score. It ranges from 1 to 21
with a reachable minimum of 0 and a reachable maximum of 24. Figure 4.1
illustrates the distribution of the participants’ expertise score per group.

Further data were used for balancing the different groups. In fact, demo-
graphic information including age and gender were collected. They are listed per
group in table 4.1. Additionally, the average time spent browsing the Internet
per day with every device was collected, which is presented in figure 4.2.

Participants had to indicate which web browser they use. People not using
Google Chrome or Chromium as primary or secondary browser had already been
excluded. Five were using Chrome and one Chromium as primary browser. The

1https://www.limesurvey.org/. Accessed: 2016-06-08.

https://www.limesurvey.org/
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Figure 4.1: Participants’ expertise score per group

Figure 4.2: Participants’ average Internet browsing time per day
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remaining five people were using Mozilla Firefox as primary and Chrome as
secondary browser.

Although the indication of subject and occupation was optional, all parti-
cipants provided some data. 10 of 11 participants were students of different
subjects, and one was working for an non-governmental organisation (NGO).
The expert group consisted only of students studying computer science and
closely related subjects. Conversely, the inexpert group was composed of stu-
dents of different other subjects. The mixed-expertise group consisted of one
computer science student, one physics student as well as the one person working
for an NGO.

Participants had to choose the languages they feel safe discussing in. The
sessions of the expert group were held in English because one of its participants
indicated only this language. In contrast, a few people only felt safe discussing
in German in both other groups, so German was spoken.

At the beginning, it was not clear which platform should be tackled: mo-
bile devices (smartphone, tablet...) or more stationary devices (desktop pc,
notebook...)? Since such a question was missing in the pre-questionnaire, the
participants were asked via e-mail a few days after having filled out the survey:
"Which device do you use most for surfing the Internet?" Everybody replied
that they use stationary computers and notebooks more than mobile devices.

4.2.3 Procedure
After being assigned to groups, participants were contacted via e-mail to find
dates that suited every group member. Thus, participants received a link to a
form by Doodle2, which is a web tool for scheduling meetings. As soon as every
group member had replied, they were fixed and announced. The meetings took
place in a quiet, small conference room in a university building on campus.

The meetings were recorded, accompanied by one note taker and moderated
by the author of this thesis. Being supported by sound recordings for later
review, the note taker only transcribed important statements. The moderator
followed the agenda prepared for each meeting with the same basic structure:
opening, main and closing sections. During the opening phase, people gathered,
were greeted and sat down around a round table. Then, name tags and re-
freshments were distributed to have a pleasant atmosphere before going into
the meeting’s topics.

The following material was needed for every meeting:

• Agenda

• List of participants

• Name tags

• Refreshments: juices, water, glasses, savoury snack, bowl

• Laptop or notepad with pen for the note taker

• Watch for checking the time

• Zoom H4n sound recorder
2http://doodle.com/. Accessed: 2016-06-08.

http://doodle.com/
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After every meeting, the collected data was analysed. The most interesting
quotations of the audio recordings were transcribed and merged with the note
taker’s records. Then, themes and patterns were identified and documented.
All the records written by the note taker as well as the images drawn by the
moderator and participants can be found in appendix A.

The focus groups met until nothing new was being generated. In fact, there
were two meetings per group. The agenda of the second meeting was based
on the output of the first gathering. Every meeting represents one iteration of
iterative design process being used and lasted around one hour.

1st iteration

The goal of the first meeting was to explain the participants various concepts
and to collect ideas about the use and presentation of CT information. At the
beginning, participants had to get to know each other by shortly introducing
themselves. Then, they signed the consent form shown in appendix A.2.2 on
page 111. After this introduction, encryption, the certificate system, its flaws
and CT as a possible solution were explained. To improve the comprehen-
sion, the moderator made some supporting drawings, which can be found in ap-
pendix A.2.3 from page 112 on. Then, all participants brainstormed what should
happen when the CT information is valid and when it is invalid. The course of
the meeting was prescribed in detail in the agenda found in appendix A.2.1 on
page 108.

2nd iteration

The goal of the second iteration was to refine the realisable ideas from the
first meetings. At the beginning, the main ideas generated previously were
summarised and categorised as realisable or as not realisable while explaining
why. Then, participants had to draw with (coloured) pencils on paper how
the page that appears when a false website has been blocked should look like.
Moreover, the design guidelines of Felt et al. [23] were presented as they had
served as basis for Chromium’s current certificate warnings. Feeling inspired
by these guidelines, participants had to revise their first drawings and annotate
changes before presenting them to the group. Finally, it was important to
get to know how they wanted to be reminded of the risks if they would have
proceeded to the false website nevertheless. The detailed agenda can be found
in appendix A.3.1 on page 120.

4.3 Results

The group meetings of both iterations are described chronologically by the date
of meeting. Their descriptions are based on the note taker’s records and parti-
cipants’ quotations transcribed from the audio recordings.

4.3.1 1st iteration

The first iteration consists of the groups’ first meeting. In particular, the expert
group met first. Then, the meetings of the inexpert and mixed-expertise groups
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followed. For the sake of completeness, the notes of the groups’ first meeting
can be found in appendix A.2.4 from page 114 on.

Expert group

In the case that all CT checks have succeeded, there was a consensus among
the participants to show the website directly. Nevertheless, three participants
added that the browser should also show the user a small indicator. One of
them pointed out: "I usually take a look at the address bar to see if there is a
sign to see if there is something wrong or not." The forth participant countered
that the user should not be bothered at all in this case as everything is fine.

On the contrary, participants had more diverse ideas for the case that a
CT check has failed. At first, all participants agreed that the browser should
directly warn the user. One participant indeed wants to "tell the user [about the
problem] immediately to prevent any attack". However, the idea of the warning
changed over the course of the discussion.

Already existing warning indicators were first mentioned. In fact, one par-
ticipant suggested highlighting the location bar in red. Another participant
proposed showing a small pop-up. The latter and the two others then came up
with showing a warning page similar to the already existing one of self signed
certificates. One of them thought of it as "a big red screen [signalling] danger".

When one participant suggested that nothing should happen in the case
of failure, a discussion ensued. Another opposed that "then, the user might
get angry and use another browser" and that users always find a way around
barriers if they really want to. Yet another proposed to give the user an option to
proceed nevertheless. This person also thought of a real scenario: "If you block
it completely, some people in some states might not be able to use their browser
anymore because it is known that some governments intercept SSL connections
with their own certificates." Another countered that "if he [the user] continued,
I think it is game over."

Two participants suggested to forward the user to the original website. An-
other opposed that they would not like being "forwarded immediately without
any notice". In fact, they preferred deciding themselves on proceeding to the
false or to the original website; An expert user might also want to "do some
tests" on the false one. Another participant even proposed the solution of of-
fering a special browser version for developers beside the already existing one.

Afterwards, participants were asked which information the warning should
contain. Three people insisted on showing nothing too technical. One of them
elaborated on the needs of the "different categories of users": "So, it [the warn-
ing] should be in a way that it should be simple, and the normal users understand
that something is wrong, and it should probably prohibit visiting this website
right now or help them somehow to get more information if they want to, and
for advanced users provide some more information if they are really curious to
know what is going on."

Two other interesting ideas emerged during the meeting. One participant
suggested reminding the users that have clicked through the warning page as
soon as they "put [their] cursor in one of the input fields". The same participant
also proposed that authorities should be informed somehow about ongoing at-
tacks.
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Inexpert group

For the case that all CT checks have passed, a consensus of simply displaying
the website was quickly reached. One participant even mentioned that there
should not be any alarm signal.

Conversely, participants heavily discussed the case in which a CT check has
failed. At first, one participant suggested showing a warning page giving two
options: abort or proceed. In fact, they proved their convictions by telling that
their mother did not continue and asked them for advise. Two other parti-
cipants were opposed to this idea. One of both wanted the browser to decide
automatically because otherwise, they would need a computer scientist to help
them along. The other one of both told that they would always proceed through
such kind of warnings, excluding banking sites, because they appear so often,
and because they do not understand the problem. The very first participant
was then convinced of not showing a warning page, but they insisted on being
notified at least when the problem occurs.

One participant noticed that the false website should be shown under no
circumstances. They and two other participants then developed together the
idea of forwarding the user directly to the original website. In fact, one of them
pointed out that this would save a lot of time and bad mood. Another of them
also recognised that it should not be completely prohibited to visit the false
website for people wanting to analyse it.

Moreover, three participants mentioned that more information should be
shown for experts. In fact, all available data including the number of available
false websites should be shown, which could help page owner to find issues.
One of the participants suggested to hide these information at first and make
them expandable. Another one of them proposed an option in the settings that
defines if this kind of information is shown or not.

Another interesting idea mentioned was the automatic notification of the
authorities in charge when under attack. They could receive details about the
false website to accelerate its removal process. One participant also added that
if such attacks happened too often upon visiting a specific website, and if they
were aware of the number of existing false websites, they would think about
choosing another website offering the same service.

Mixed-expertise group

At the beginning, one participant mentioned that they did not expect anything
to happen when the CT information has been verified. Both other participants
agreed.

In the case that something is wrong, all participants were convinced that it is
their browser’s duty to not show the false website to protect them. Two people
suggested that a hint explaining that there are two versions of the same website
should appear. One of them also imagined that their browser should detect
and fix the problem for them within a few seconds because they know nothing
about this technology. In fact, they only want to surf the Internet. The third
participant proposed that the severity of a warning could be adapted to the
website: A pop-pup or a message bar at the top could appear for websites with
low risk, such as Wikipedia, through to blocking warnings for online banking
websites, which only experts can proceed through.
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Later, two participants made it clear that they want to have a choice to
continue instead of having the browser decide for them. In fact, they want to
take an informed decision on their own as they feel responsible of their own data.
Although when proceeding, they want to be reminded by images of the actions
you should not perform, the threats and possible consequences. For example,
one participant mentioned a dollar sign that is crossed out for reminding the
user of not buying anything. The third participant thought of something similar
to Microsoft Office’s paper clip helper named Clippy with a speech bubble:
"The problem still exists!". Towards the end of the meeting, one of both first
participants noticed that they could go without an option to proceed because
not continuing is the safest.

All participants also agreed that showing the choice to proceed might not
be the best solution for every user. One participant noticed that if there is a
button, it will indeed be clicked. Then, another recognised that it would be
better for their parents to not be able to proceed. They wondered where your
browser would know from whether you know enough about this technology to
decide yourself. The third participant added that too many warnings might
even make the user feel uncertain.

Then, two participants discussed the idea of adapting the shown message
to the user further. One of them admitted that they usually notice but do not
want to read the text of warnings. Furthermore, they argued that there are
different usage habits that could be fulfilled by letting the user configure the
needed amount of information. The second of both elaborated that such an
adapting information policy could begin with the very simple text: "Watch out!
The website might be dangerous!". The third participant thought of showing
different symbols representing the level of thirst for knowledge to help the user
choose.

One participant came up with a few design ideas that replace the text of
warning pages. Firstly, the browser could try to reload the website until it is
safe again or only show a button to try again because the user might be more
tolerant to wait or to hit the reload button instead of reading text. They also
thought of a selectable option that the browser informs the user as soon as the
website is safely available again. Moreover, they mentioned that it is important
to address the user in text personally by using the first person singular I. Finally,
they added that such a problem should be forwarded to the developer.

4.3.2 2nd iteration

The second iteration consists of the groups’ second meeting. In particular, the
expert group met first. Then, the meetings of the mixed-expertise and inexpert
groups followed. For the sake of completeness, the notes of the groups’ second
meeting can be found in appendix A.3.2 from page 122 on.

Expert group

The meeting ran smoothly although the warning page currently used could not
be discussed due to lack of time. When hearing of the summary of the previous
meetings, the participants asked some clarifying questions about certificates
and CT. The drawings of the warnings they imagined will be presented in the
following and can be found in the figures in appendix A.3.3 from page 127 on.
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The drawing being presented first is shown in figure A.7 and would be centred
vertically and horizontally and resembles the currently used certificate warning
page. The heading reads "WARNING!", and the text is "Someone might in-
tercept your connection. Your data won’t be safe." A green button labelled
"Cancel" and a link labelled "Advanced" follow. When the latter is clicked,
two more options appear: "Resume anyway" and "Never warn me for this site
[again]". After choosing one of them, the user would see a pop-up with "de-
tailed risks and technical details" and another button to proceed, which would
force the user to rethink their decision. The participant mentioned that that
the second option might be useful in the case that the user is aware of their
government’s abuse of the certificate system.

Figure A.8 shows two sketches made by another participant. The first draw-
ing was made before and the second after hearing of the guidelines. Compared to
the first sketch, the second one uses less text, more colours and three differently
designed buttons. Its heading is "Attention!", and its text reads "Somebody
is trying to steal you[r] data such as password or bank account info[rmation]",
which is followed by a green button labelled "Leave this page and send report".
The brief text "More details for pro[fessional] users" and a button labelled "More
details" follow. At the bottom, there is a red button labelled "I understand the
risk and want to proceed!". When asked what a click on the "More details"
button would provoke, the participant explained that they wanted the browser
to tell them "the problem or at least show the certificate".

Yet another participant thought of showing a simple message edged in brown,
headed "Website cannot be resolved" and with the explanation "Due to con-
flicting (certificate) information this website cannot be resolved. This probably
means that the website is under attack. Please try again later.", which can be
seen in figure A.9. There would be an option labelled "Enable website visiting
on certificate transparency conflicts" in the developer settings, which resembles
the hidden activation of the developer options in the mobile operating system
Android ; "If you click five times on the building number, you will get expert
options." If it were set, the message described previously would be replaced
with a warning. The heading of this warning reads "Certificate error", and the
text is "Due to conflicting Certificate Transparency information this website is
likely to be compromised." Three options are available: "More info[rmation]",
"Continue" and "Cancel", of which the last is highlighted the most. A click on
"More info[rmation]" would provide the user with technical details.

The idea of the forth participant was to show a pop-up above the greyed out,
not interactive affected website, which can be seen in figure A.10. The pop-
up has the heading "Attention", the text reads "Insecure website (certificate
corrupted)" and two buttons labelled "Return to safety" and "Continue on own
risk" are present. If the latter button were clicked, another pop-up reading
"Are you really sure?" with the two options "Yes" and "No" would appear.
The participant suggested "to mark everything in red so you really know that
it is not safe".

After their presentation, participants were asked how they would behave
when a warning page with the option of proceeding was shown. Two participants
replied that they would decide depending on the website. For instance, one
of both mentioned that they would continue to a university website publicly
offering needed Portable Document Format (PDF) files as download. As soon
as another participant realised that "there is no guarantee [that] what you get
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is what you are expecting", they mentioned that they would try again with a
VPN client, ask someone else to try to access the website or contact the website’s
administrator.

When one participant remarked that they wanted to be reminded of the risks
on each site of the possibly false website after continuing, a discussion ensued.
In fact, they thought of a warning message. But, another participant opposed
that they did not "want to get the warning message anymore" because they
would be totally aware of their previously made decision of proceeding. The
latter would even switch to another browser if such a warning would be shown
all the time, but they would accept a less obtrusive indicator in the address bar.
Another participant repeated their suggestion from the first meeting of showing
a warning as soon as the user fills in data into a form. The forth proposed: "I
would put a red box around a window, so you can see it, but it does not disturb
you."

Mixed-expertise group

Participants presented their drawings and the changes made after hearing of the
design guidelines. The sketches can be found in the figures in appendix A.3.3
from page 130 on. Most texts are in German as this was the language used in
the group, but they were translated into English for the following paragraphs.

Figure A.11 shows the warning of one participant. The heading reads "At-
tention" and the text "Unfortunately, the website you are trying to reach is
dangerous!" If the only button labelled "How can I fix this?" was clicked, a
page with technical details and an option to proceed would appear. After be-
ing made aware of the design guidelines, the participant added an explanatory
image to the warning, which someone else welcomed.

Another participant wanted to start with positive words in their sketched
warning, which is presented in figure A.12. It reads: "Right! You do not want
to see this website! www.facebook.com can not be opened due to an attack."
Another paragraph provides the user with options to get more details: "How?
[An] attack? Look here or go to..." At the bottom, there could be some logos of
the organisations that are involved. Another participant agreed that logos help
building trust. When asked where experts could find an option to continue, the
drawing’s creator replied that another paragraph could be added: "You want
to help solving such problems? Go to..."

The last participant’s sketch shown in figure A.13 asks the user a straight-
forward question: "Dear user, the website you have requested is forged. [sad
smiley]! Do you want to continue nevertheless?!?!" The two options "Yes" and
"No" are displayed below. After heaving heard of the design guidelines, the
participant made the word "forged" in bold type and added a link labelled "Do
you want to know more about the risks" below. A click on the latter would
make a list of possible risks pop up.

When participants were asked what they would do if they were faced with
their own warning, everybody replied that they did not want to proceed through
it. In fact, all would leave the warning although two of them would like to read
some further information about the issue first. The third participant would try
to access the website directly again.

Then, participants were questioned if and how they would like to be reminded
of the possible threat if they continued to the possibly false website. A reminder
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was appreciated by everybody. One participant suggested displaying a bubble
with the text "Pay attention! This website is forged!" and an image when the
user puts their cursor into an input field. The bubble’s image could be the same
as in the warning page previously shown to make it look coherent.

Another participant agreed with the idea of resemblance but not with the
usage of pop-ups because they remind them of aggressive advertisements, which
they usually dismiss immediately. The third participant proposed "You know
that you are on a faked website, right?" as reminder text, which the first one
welcomed. The second participant suggested having a small notice in the size
of a thumb centred on the website. In contrast, two participants imagined
something similar to Microsoft Office’s retired paper clip helper Clippy, which
could be moved around on the screen but not easily closed when it covered
something.

Being exposed to an image of the current warning of mismatching certificate
and website domain names, all participants thought that it does not show the
danger adequately. In fact, nobody found the text fitting. One participant
wanted the text to sound more dangerously. Nevertheless, all participants added
that they would push the "Back to safety" button.

Inexpert group

During the presentation of the guidelines of Felt et al., one participant interrup-
ted the moderator when the use of signal colours was mentioned. They noticed
that red is overused by too many warnings, even the less critical ones. Another
participant agreed. The first one suggested using different colours linked to the
level of severity; Warnings with a low risk could use yellow, with a medium risk
orange and with a high risk red.

After the presentation, participants presented their sketches and the changes
made after having heard of the design guidelines. The figures can be found
in appendix A.3.3 from page 132 on. Most texts are in German as this was
the language used in the group, but they were translated into English for the
following paragraphs.

One participant imagined a warning page including an image of a monster,
which can be seen in figure A.14. Beneath the image is a heading reading
"Error!". On the right, the short sentence "The page is not trustworthy." with
two options "Continue" and "Abort" tries to explain the situation. At the
bottom, there is a small link labelled "Details". During their presentation, the
participant mentioned that their drawing should be coloured in orange instead
of green. If the user continued, a list of possible risks would be shown.

Another participant drew two different warnings, which are displayed centred
on the page and shown in figure A.15. The second one was drawn after having
heard of the design guidelines. Next to its heading "Error", there is a sign
encouraging the user to pay attention, both of which should directly make the
user think that something went wrong according to the participant. The text
explains: "This page cannot be opened." If the button labelled "Help" at the
bottom was pushed, further information including possible risks and an option
to continue would appear.

Figure A.16 shows the drawing of yet another participant. There is an image
of a ghost that is crossed out next to the text: "We are sorry, but this site is
not safe!" Below, there are 4 buttons labelled differently:



4.3. RESULTS 49

• "Details": A click on it would show background information.

• "I do not care. I want to go there nevertheless." next to an image of a red
cross: A click on it would open a pop-up that must be confirmed before
proceeding to the website.

• "I have understood, but I want to continue nevertheless." next to an image
of a sad yellow smiley: A click on it would lead to the displaying of the
website in some yet undefined kind of restricted mode.

• "Okay, then simply not." next to an image of a crying green smiley on a
green background. Abort.

When asked whether the user would directly proceed through the warning
without reading it, the participant noticed that it might be better to display no
options to continue at all. They added that they would personally already stop
if a confirmation dialogue appeared, whereas another participant countered that
they would continue nevertheless.

The last participant’s sketch can be seen in figure A.17. They presented the
idea of mapping different levels of warnings to different colours. For the current
case, they thought of a warning message with the following text: "Warning:
With great probability, the answer to this request does not match the desired
website." Below, some bullet points follow:

• "The request is blocked."

• An explanation of the "security risk"

• An "option to continue" to the false website

• An "explanation"; The participant added that possible risks should be
shortly described here too and suggested rotating through a set of sen-
tences with the same meaning to make the warnings look less repetitive.

Being asked if the user would directly proceed through the warning without
trying to understand it, the participant replied that continuing should be made
impossible by hiding the option to continue when the risk is too high. Never-
theless, a back door should also be implemented for experts.

Participants were divided over what to do in the case that they were faced
with their own warning message. One participant noticed that this would be a
difficult choice for them. Therefore, they wanted the browser to decide automat-
ically and show an explanation. Another person imagined that they would feel
frustrated if they waited for an important e-mail and could not access the web-
site. The two other participants would definitely not proceed through warnings
due to the high risk.

Imagining how they would like to be reminded if they continued, participants
had various ideas. In fact, two participants thought that showing the same
warning again would be rather annoying since they would have already decided
to continue. One of them suggested showing an indicator that flashes as soon
as the connection to the website is safe again. However, the second of them
disliked this idea because they would not know what happened. Instead, they
proposed having a colourful border around the website.
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A completely different idea was the use of visual filters. One participant
suggested displaying the website with a grey filter applied. Another thought
of a yellow or orange filter, the intensity of which could be adapted to the risk
level. The higher the risk, the less of the website would be visible. A third
participant agreed that such a change in the website’s appearance would move
the user to think.

When the current warning of the mismatch between the certificate’s and the
website’s domain name was shown, participants directly criticised it. Indeed, all
participants did not like the word "private" in the heading, which reads "Your
connection is not private". One participant suggested the alternative heading
"Your connection carries a security risk". Another also wanted the heading
and the image to be bigger and thought that the reading level is too high. Yet
another participant liked the given examples of possibly stolen data, but did
not like the bold type used for the domain name and the cryptic tag following
this first sentence "NET::ERR_CERT_COMMON_NAME_INVALID".

All participants also wanted the current warning to sound and look more
dangerous. In fact, two people explained that the current text sounds too weak
because of the word "might". Another one proposed using standardised icons
like the ones found on containers of chemical substances. Finally, the forth
participant warned of using too much red as such a warning could be easily
confused with advertisements. They also noticed that it should be clear that
the current warning comes from the browser and not from a website.

4.4 Discussion

In this section, the group meetings are summarised and discussed. At its end,
the limitations of running the focus groups are described.

4.4.1 Summary of 1st iteration

In the case that all CT checks have passed, there was a consensus among parti-
cipants of all groups that the website should simply and directly be displayed.
Some members of the expert group requested a small indicator, but it is quite
probable that these were biased by the browser’s chrome in the images of the
website of Facebook shown a few moments before. In fact, one participant men-
tioned their wish while pointing one of the images out with their index finger.
Nobody of both following groups, which had not been primed by the browser’s
chrome, requested an indicator. Consequently, nothing special will be imple-
mented for this case.

Very different ideas were generated for the case that a CT check has failed.
A few participants of every group suggested that the browser should forward
the user automatically to the original website or that the browser should detect
and automatically fix the problem. However, this is technically not feasible as
the user is under attack. Moreover, one participant of each group suggested
informing authorities automatically, but this is not necessary as the monitors of
the CT framework already detect false certificates. Additionally, such a feature
would rise privacy concerns.

The majority of all groups’ participants required that the browser should
block the false website. In fact, they expected the browser to show a page with
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an explanation instead. Some participants requested to have an option to visit
the false website nevertheless on this blocking page, whereas others were heavily
opposed to this idea.

Most participants also realised that this page should be adapted to the user.
In particular, a detailed explanation and the option to continue should only be
shown to experts. It would be difficult to determine a user’s expertise automat-
ically, but a setting to enable such a kind of expert mode could be hidden in
the browser’s settings instead of offering a special browser to experts, the latter
of which was suggested by one participant.

The design of the page shown instead of the possibly false website had to
be refined as only very few participants tried to describe it. Additionally, one
member of the expert group and everybody of the mixed-expertise group wanted
to be reminded of the risks after proceeding through the warning page. However,
they had not provided any details yet.

4.4.2 Summary of 2nd iteration

Aborting and continuing were the options included the most often into the
warnings sketched by the participants. In fact, a button to abort was added by
half of the participants. As for the button to continue to the false website, it
was thought of by most of the participants. Half of them showed it directly on
the warning page, while the other half required another click to make it visible.
Two of the participants that showed it directly explained that they would do
this only for experts or in case of low risk. Moreover, one participant suggested
showing a warning without any options for inexperts and a special warning with
some options for experts, which you have to enable it at first.

Other interesting elements were suggested. Most of the participants thought
of showing more details either directly on the page, in a pop-up that opens when
you click on a button labelled accordingly or in a pop-up that appears only when
you decide to proceed through the warning. Half of the participants from the
mixed-expertise and inexpert group also included an image or a symbol, whereas
nobody of the expert group added one. Moreover, one participant proposed an
option to remember your choice.

Every participant used at least one colour in their warning. Although two
members of the inexpert group found red to be overused, it was used the most.
Orange follows as second most used colour. Then comes green, which has been
sometimes used for highlighting details. Yellow and violet were used the least.

Participants had to imagine what they would do if they were faced with their
own warning. In fact, only two participants of the expert group would continue
to the possibly false website but only as long as it requires no data input.
A few of the other groups’ participants mentioned that they would read the
explanation before leaving, which confirms that easy to understand information
needs to be available. One participant also mentioned that they would close the
page and directly try again.

All the participants would like to be reminded of the danger when proceed-
ing through the warning. They agreed on an unobtrusive indicator, i.e. no
repeatedly shown warning, no pop-up and nothing that hides parts of the web-
site. One participant of the expert and mixed-expertise groups each suggested
reminding the user as soon as they put the cursor into an input field, which is
similar to the replacement of warnings by hints described in a paper by Maurer
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et al. [47]. While this idea cautions the user not to release personal data, it does
not warn them about the trustworthiness of the content, which could have been
manipulated.

Three other ideas were generated. First, two participants of the mixed-
expertise group proposed using something similar to Microsoft Office’s retired
paper clip helper Clippy. However, such a solution would annoy the user as it
would have to be moved around when it covers parts of the website they are
interested it. Another idea is the colouring of the borders of the website, which
came from two other participants. Finally, three participants suggested showing
the website using some filters. However, an explanation would be required for
the user to understand both last concepts. Additionally, filters may annoy the
user because they might make parts of the website less to completely invisible.

As there was enough time left in the second meeting of the mixed-expertise
and inexpert groups, their participants were faced with the current certificate
warning. Everybody reacted negatively. In fact, nobody found the text to
be appropriate. For instance, some explained that the words "private" in the
heading and "might" in the primary paragraph are not well chosen.

The participants suggested some improvements for the certificate warning.
In fact, many wanted the warning to look more dangerous. One person made
up the alternative heading: "Your connection carries a security risk". Another
even proposed to make the image and the heading bigger. Yet another suggested
using the warning icons known from the containers of chemical substances.

4.4.3 Limitations

The pre-questionnaire might have been too hard to understand. Although it was
mainly targeted to German speaking people, it was available in English only.
Some terms were too technical or required a high proficiency in English. In
fact, one participant mentioned in the last open comment question [Q12] that
some statements of [Q11] were hard to understand due to unknown English
words. Hence, some interested people might even have refrained from filling
out the questionnaire. Only 22 of the 65 people who started the questionnaire
completed it.

The participants’ demographics do not represent the whole user base of
Google Chrome and Chromium. In fact, participants were between 18 and 34
years old, and most of them were students, who are accompanied with a high
education. This might be due to the university environment and to the fact
that the meetings took place on university grounds.

After the first group had met, a few changes were made to the first meeting’s
agenda to make priming less probable. The browser’s chrome, except for the
scroll bar, was cut away of the images showing the website of Facebook because
the participants might have been biased by the passive indicators of the location
bar. Additionally, the explanation of the identity card analogy was also drawn
to make it easier to understand. These new images have also been added to the
appendix. Accompanying simplifying changes were indicated in the agenda by
crossing out and underlining a few sentences.

As the CT framework was explained in a simplified way, no technical details
could be expected to be mentioned or drawn by participants. For example, the
question "Which information would you like to see when deciding on proceed-
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ing?", which was asked during the second meetings, could not generate answers
with technical details that would be required by expert users.

4.5 Conclusion

Insights gained from the focus groups led to improvements of the functional
requirements, usability goals and user experience goals described in chapter 3.
As every participant indicated using stationary computers and notebooks more
than other devices for surfing the Internet, the development will focus on the
former. Another important insight is that only experts should be able to con-
tinue to the possibly false website. In this section, the improved functional
requirements are described before listing only the changed details of the usab-
ility and user experience goals.

4.5.1 Functional requirements

The functional requirements have changed compared to the first ideas mentioned
in 3.2. A description of the indicators designed for everybody is followed by a
presentation of the features for experts.

Indicators for every user

If all CT checks pass, the user will not be bothered. However, the lock icon
and the https indicator in the location bar will be green to correspond to the
currently used design guidelines.

On the other hand, if one of the CT checks fails, the website will be blocked.
Instead, an error page inspired by the already existing warning pages will be
displayed with the following information:

• An image of a monster inspired by the creatures drawn by two participants
of the inexpert group; It will be slightly bigger than the image in the
current certificate warning and coloured red. To not overuse its colour, it
will be the only red element on the page.

• The heading "Your connection is at risk"; It will be a little larger than
the one in the current certificate warning.

• An easy to understand text based on the sentence of the current certificate
warning: "Attackers might be trying to steal your information from [do-
main name] (for example, passwords, messages or credit cards). Please try
again later!" The second sentence, which has been added, briefly suggests
a way of proceeding.

• A button labelled "Try again"; A click on it retries to load the website.

• A button labelled "Back to safety"; A click on it leads to the New Tab
page, which displays the most visited websites.

• A link labelled "Advanced"; A click on it expands a more detailed explan-
ation.
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Figure 4.3: Low fidelity prototype of the error page with the hidden advanced
section in case of invalid CT information for facebook.com (Monster by Joel
McKinney from the Noun Project)

• The following more detailed explanation, which is hidden at first and based
on the advanced section of the certificate pinning warning page, can be
displayed by enabling the previously mentioned option:

facebook.com normally uses encryption to protect your inform-
ation. When Chromium tried to connect to facebook.com this
time, the website sent back unusual and incorrect credentials.
This may happen when an attacker is trying to pretend to be
facebook.com. Your information is still secure because Chro-
mium stopped the connection before any data was exchanged.

You cannot visit facebook.com right now because the website
uses Certificate Transparency. Network errors and attacks are
usually temporary, so this page will probably work later.

The underlined "uses Certificate Transparency" represents a link that
leads to an article titled "What is Certificate Transparency?" on https:
//www.certificate-transparency.org/what-is-ct.

Figures 4.3 and 4.4 show the error page with hidden and expanded advanced
section respectively. Opinionated design is used to highlight both recommended
safe options. Additionally, the lock icon and the https indicator in the location
bar will be be red.

More information for experts

Experts can enable an expert mode in the browser’s advanced settings because a
few participants of the expert group would actually like to continue to the false
website. If this mode is enabled, two elements will be added to the advanced
section of the error page:

• A hint on where to find technical details: "Technical details can be found
in the Securiy panel in the Developer Tools (DevTools)." The underlined

https://www.certificate-transparency.org/what-is-ct
https://www.certificate-transparency.org/what-is-ct


4.5. CONCLUSION 55

Figure 4.4: Low fidelity prototype of the error page with the expanded advanced
section in case of invalid CT information for facebook.com (Monster by Joel
McKinney from the Noun Project)

text represents a link that can be clicked on to open the corresponding
panel of the DevTools.

• A link labelled "Proceed to [domain name] (unsafe)" to continue to the
possibly false website.

This slightly altered page can be seen in figure 4.5.
Initially, the SCT(s) should be presented in a dialogue box, which could

have been opened from the connection tab of the pop up that appears when you
click on the lock icon in the location bar. Now, CT information will be added
to the recently introduced Security Panel in DevTools, which will replace the
connection tab of the pop-up as the central place of certificate details [6]. The
following SCT details will be shown, which can be seen in figure 4.6:

• Validation status

• Origin

• Version

• Log name

• Log ID

• Issuance time

• Used hash algorithm

• Used signature algorithm

• Signature data
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Figure 4.5: Low fidelity prototype of the error page with the expanded advanced
section in expert mode in case of invalid CT information for facebook.com (Mon-
ster by Joel McKinney from the Noun Project)

Figure 4.6: High fidelity prototype of the enhanced Security Panel in the
DevTools, which shows the CT details of the certificate of digicert.com
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4.5.2 Usability goals
In the following, only the questions and answers that have changed are listed.

Effectiveness

3. How many presses on buttons are needed to find detailed CT information?
There are two cases that lead to the same number of four necessary presses.
If no CT error page is shown or if a CT error page is shown with the expert
setting being disabled, the user opens the DevTools by pressing the F12
key. Then, they click on the Security Panel, refresh the website by pressing
the reload button or the F5 key and, finally click on the main origin on the
left side. If a CT error page is shown with the expert option being enabled,
the user clicks on the page’s "Advanced" link and then on the "Security
panel in the Developer Tools (DevTools)" link to open the DevTools with
the corresponding tab directly. After triggering a refresh of the website,
the main origin on the left side has to be selected.

Efficiency

1. If the CT information is valid, can the user easily verify it?
Yes, the user can throw a look at the green lock icon and the green https
indicator in the location bar. Detailed CT information can be found in
the Security Panel of the DevTools.

3. If the CT checks fail, are the possible options like retrying and aborting
easy to reach?
Yes, both options are easy to reach. In fact, the user can click on the
button labelled "Try again" to retry loading the website. To abort, the
user can click on the blue "Back to safety" button and on the buttons
closing the current tab or web browser window.

Learnability

1. Is it possible for the user to have a look at the CT details without breaking
anything?
Yes, the user can always open the DevTools by pressing the F12 key. Then,
they switch to the Security Panel, refresh the website and click on the main
origin on the left side. These actions have no effect on the website itself
and break neither web browser nor underlying operating system.

2. If one of the CT checks has failed, and if the user has continued, is it
possible for the user to check whether they are still endangered?
Yes, the passive indicators stay in an alerted state, i.e. the lock icon and
the https indicator in the location bar are red.

Memorability

2. What kind of interface support is provided to help the user remember to
choose one of the safe option?
Opinionated design is used to highlight the safe options. Furthermore, the
unsafe option of proceeding is only shown in expert mode.
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Safety

3. If one of the CT checks has failed, and if the user has proceeded, how easy
is the condition still to grasp?
The user can recognise the current condition by throwing a look at the
red lock icon and the red https indicator in the location bar.

Utility

A third question was added.

1. Is it possible to proceed to the website if one of the CT checks fails?
No, it is not normally possible, but the user can enable the option of
proceeding in the browser’s settings. Then, the link labelled "Proceed to
example.com (unsafe)" is added to the advanced section of the error page.

2. Is it always possible to have a look at the CT details?
Yes, the user can always find CT details in the Security Panel of the
DevTools.

3. Is it possible to retry accessing the website again?
Yes, the user can click on the button labelled "Try again".

4.5.3 User experience goals
Only the questions and answers that have changed are presented in the following.

Desirable goals

Helpful

1. How helpful is the main text of the interruptive warning?
It explains in simple words that the user is under attack and which per-
sonal data may get stolen if they ignore this warning.

Satisfying

2. If one of the CT checks fails, can you continue nevertheless?
Yes, you can, but you have to enable the option of proceeding in the
browser’s settings first.

Desirable goals

Frustrating

2. If one of the CT checks fails, is it easy to proceed anyway?
After the option of proceeding has been enabled in the DevTools’ settings,
it is possible in two clicks.

Patronising

1. If one of the CT checks fails, is any action completely prevented?
No, the user can abort, retry loading the website or continue to the pos-
sibly false website. However, the option of proceeding has to be enabled
in the browser’s settings first.
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2. How easy are the different parts of the text to understand?
The expertise required to understand the different parts of the text in-
creases with the clicks needed to show them. The main text of the error
page can be read instantly and uses simple, non-technical words. After the
"Advanced" link is clicked on, the page’s advanced section with a longer
explanation of the current issue is shown. Experts should be satisfied by
the details found in the Security Panel of the DevTools.
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Chapter 5

Implementation

Chromium’s CT integration, which was described in 2.6.1, was improved. As
Chromium is an open-source project that welcomes contributions of external
developers, some documentation is available. Hence, it was also easy to get
and compile the code. Most code written was written in the programming
language C++ followed by JavaScript, XML based languages, such as HTML,
and Cascading Style Sheets (CSS).

In this chapter, the implementation of the feature requirements set up in the
previous chapter is documented. To start with, the development environment
and Chromium’s architecture are described. A detailed explanation of the im-
plementation of the different features follows and also includes screenshots of
the user interface.

5.1 Development environment

Microsoft ’s software was mainly used for development as the operating sys-
tem Windows 7 64 bit running on most stationary computers and notebooks
was targeted. The Chromium project requires Microsoft Windows 10 Software
Development Kit (SDK) and the integrated development environment (IDE)
Microsoft Visual Studio due to its built-in C++ compiler. In fact, Microsoft
Visual Studio 2015 Community Edition was used because it is the version most
supported and available for free. This IDE was also used for writing code.

To get and compile Chromium’s code, a few additional tools were necessary.
First, Chromium’s tool set depot_tools1 had to be installed. This set extends
the version control system git2 by providing additional tools and commands
for getting and updating the code, uploading a change list (CL) and managing
multiple CLs. It takes also care of downloading and updating other needed
dependencies, such as Python.

1https://commondatastorage.googleapis.com/chrome-infra-docs/flat/depot_tools/
docs/html/depot_tools_tutorial.html. Accessed: 2016-06-08.

2https://git-scm.com/. Accessed: 2016-06-08.
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https://git-scm.com/
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Figure 5.1: Architectural diagram of Chromium simplified from the original
one [63]

5.2 Chromium’s architecture
Chromium uses one main process and one separate process for each browser tab.
Its main process deals with the input / output, runs the browser’s user interface
and manages browser tabs as well as plugins. The other processes use WebKit
to render a website in each tab and can communicate bidirectionally with the
main thread through an controlled Inter-Process Communication (IPC). Such
a division prevents the render processes from freezing the entire browser. Fig-
ure 5.1 shows a diagram of the layering of Chromium’s most important modules,
which are shortly described in the following:

• chrome: core Chromium browser

• content: page renderer that uses a multi-process sandboxed browser

• net: network library

• base: common code shared between all modules

• WebKit: rendering engine

• v8: JavaScript library

The (sub-)components that had been expanded by code are also briefly ex-
plained:

• chrome

– /app: startup code and common resources, such as texts
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– /browser: backend and frontend including the user interface

∗ /interstitials: folder containing some code of warning and error
page handling

∗ /profiles: user profile handling
∗ /resources: resources used by the browser, such as images, HTML

and JavaScript files
∗ /ssl: SSL handling
∗ /ui: user interface

– /common: files shared between the browser and the renderer, but
specific for the Chromium module

• components: ongoing work of modularisation of code parts

– /security_interstitials: folder containing most code of warning and
error page handling

• content

– /browser: backend that handles all input/output (IO) and commu-
nication with the child processes

∗ /loader: Internet resources’ loading
∗ /ssl: SSL handling

– /child: child process files

– /common: files shared between the multiple processes, e.g. between
browser and renderer

– /public: interfaces, structs and a few static functions

• net

– /base: common code

– /cert: certificate handling

– /http: HTTP and HTTPS handling

– /socket: diverse socket implementations, e.g. SSL sockets

– /ssl: SSL implementation

– /url_request: URL loaders

• WebKit

5.3 Procedure

The implementation of the different features is described in this section. First,
the creation of the new CT error page is recorded. Then, the documentation of
the new setting and the display logic for the added error page follow. Finally,
the integration of the CT details in the DevTools is described.
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Figure 5.2: CT error page with expanded advanced section, DevTools paragraph
and option to continue (Monster by Joel McKinney from the Noun Project)

5.3.1 Creation of error page

The CT error page was implemented as sketched in the mockups in figures 4.3,
4.4 and 4.5. Figure 5.2 illustrates the final version with the expanded advanced
section for experts. At any time, It can be accessed via Chromium’s error and
warning demonstration page chrome://interstitials/.

Addition of needed resources

As the new error page required a different layout than the exisiting warning
pages, it was implemented from scratch using web technologies, such as HTML,
CSS and JavaScript. The icon showing a monster and its license were also
added.

Added files

components/security_interstitials/core/browser/resources/interstitial_ct.css
components/security_interstitials/core/browser/resources/interstitial_ct.html
components/security_interstitials/core/browser/resources/interstitial_ct.js
components/security_interstitials/core/browser/resources/images/monster.png
components/security_interstitials/core/browser/resources/images/monster-license.txt
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Since the texts are kept in a different file for easier maintenance and trans-
lation, the new ones were added to this file.

Changed file

components/security_interstitials_strings.grdp

Display handler

The class CTErrorUI displaying the user interface of the CT error page by
loading the resource files previously mentioned was added. Additionally, the
texts from the specific file are loaded and provided to JavaScript to fill the
placeholders in the HTML file.

Added files

components/security_interstitials/core/ct_error_ui.cc
components/security_interstitials/core/ct_error_ui.h

General handling

The class CTBlockingPage responsible for creating a CTErrorUI object and
handling the user actions was added.

Added files

chrome/browser/ssl/ct_blocking_page.cc
chrome/browser/ssl/ct_blocking_page.h

As the class CTBlockingPage receives the necessary HTML file from its
parent class SecurityInterstitialPage, the parent class had to be adapted
to distinguish between the existing SSL page and the new CT page.

Changed files

chrome/browser/interstitials/security_interstitial_page.cc
chrome/browser/interstitials/security_interstitial_page.h

Addition to the demonstration page

Chromium offers a demonstration page that leads to example instances of the
different error and warning pages. This page is usually accessible via the URL
chrome://interstitials/. It is defined in interstitial_ui.html and has
been expanded by two links leading to an overridable and a non-overridable CT
error page. Furthermore, its handler was completed with a new method dealing
with initiating the display of these pages.

Changed files

chrome/browser/ui/webui/interstitials/interstitial_ui.cc
components/security_interstitials/core/browser/resources/interstitial_ui.html

5.3.2 Addition of setting
A new setting with the label "Show option to proceed through Certificate Trans-
parency error pages" was included beneath the HTTPS/SLL heading to Chro-
mium’s advanced settings, which is shown in figure 5.3. This setting is displayed
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Figure 5.3: New option beneath HTTPS/SSL heading in Chromium’s settings

as a checkbox and internally represented as a boolean value. If it is ticked or
rather true, both the DevTools paragraph and the option of continuing are
shown in the advanced section of the CT error page. Otherwise, these are
hidden.

Addition to existing preferences

The new preference was added as a constant to the existing preferences.

Changed files

chrome/common/pref_names.cc
chrome/common/pref_names.h

Registration of preference in profile

The new preference is registered in the standard user profile with the default
value false.

Changed file

chrome/browser/profiles/profile.cc

Making the setting visible

The new setting is represented by a checkbox and a short describing label,
which were added to the settings page written in HTML. However, the la-
bel text was added to the file generated_resources.grd. A small change in
browser_options_handler.cc links the constant pointing to the label text to
the placeholder used in the HTML page.

Changed files

chrome/app/generated_resources.grd
chrome/browser/resources/options/browser_options.html
chrome/browser/ui/webui/options/browser_options_handler.cc
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5.3.3 Display of the error page
The CT error page previously added had to be displayed upon a CT error. The
necessary logic includes additional listeners and callbacks to propagate the CT
errors though the different layers.

Accessing setting and displaying error page

SSLErrorHandler, which is the parent class of CTBlockingPage and used by
the user interface (UI) thread, was adapted to take the current CT error code
into account, access the setting’s value and show a CT error page.

Changed files

chrome/browser/ssl/ssl_error_handler.cc
chrome/browser/ssl/ssl_error_handler.h

Passing on the CT error code

The method AllowCertificateError() in content::ContentBrowserClient
and in its subclass ChromeContentBrowserClient was adapted to take the CT
error code, which represents the cause, into account.

Changed files

chrome/browser/chrome_content_browser_client.cc
content/public/browser/content_browser_client.h

Handling continuing to the possibly false website

In SSLPolicy, the method OnCTError() was added to check if a temporary
exception to continue to the possibly false website is available. If none is avail-
able, the method AllowCertificateError() of ChromeContentBrowserClient
is called. Additionally, the method OnAllowCT() was added to ignore a CT error
temporarily and continue to the possibly fake website.

Changed files

content/browser/ssl/ssl_policy.cc
content/browser/ssl/ssl_policy.h

Bridging the gap between IO and UI threads

The class content::CTErrorHandler was introduced to represent and handle
a CT error that has occurred with the certificate in an SSL session. A CTError
Handler object exists both on the IO thread and on the UI thread, carries
information from the IO thread to the UI thread and allows to cancel or continue
a net::URLRequest request it is associated with.

Added files

content/browser/ssl/ct_error_handler.cc
content/browser/ssl/ct_error_handler.h

Its parent class content::SSLErrorHandler had also to be made aware of
its existence.
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Changed files

content/browser/ssl/ssl_error_handler.cc
content/browser/ssl/ssl_error_handler.h

New listeners

The listener OnCertificateTransparencyError(), which is called when there
is a CT error, was added to content::SSLManager, net::URLRequest::Dele
gate and content::ResourceHandler. The one in SSLManager constructs a
content::CTErrorHandler object and hands it over to the UI thread for pro-
cessing. ResourceHandler, which controls an URLRequest, implements the vir-
tual methods of URLRequest::Delegate, and its OnCertificateTransparency
Error() calls the listener of the SSLManager. Moreover, the method Notify
CertificateTransparencyError() was added to net::URLRequest and net::
URLRequestJob. In URLRequest, it calls OnCertificateTransparencyError()
on its delegate. In URLRequestJob, it calls OnCertificateTransparencyEr
ror() on its URLRequest object.

Changed files

content/browser/loader/resource_loader.cc
content/browser/loader/resource_loader.h
content/browser/ssl/ssl_manager.cc
content/browser/ssl/ssl_manager.h
net/url_request/url_request.cc
net/url_request/url_request.h
net/url_request/url_request_job.cc
net/url_request/url_request_job.h

Additional CT network error codes

Missing CT error codes were added to the network error list.

Changed file

net/base/net_errors.cc

CT error code detection helper

The method IsCertificateTransparencyError() was created. It takes an
network error code as parameter and returns true if it is a CT error code.
Otherwise, it returns false.

Changed files

net/base/net_error_list.cc
net/base/net_error_list.h

CT error code detection

The method IsCertificateTransparencyError() is called in different classes
to detect a CT error. Worth mentioning is the class net::URLRequestJob,
which provides an implementation for HTTP and HTTPS transactions. If
the call of IsCertificateTransparencyError() in its method OnStartCom
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pleted() returns true, NotifyCertificateTransparencyError() of its par-
ent class URLRequestJob is called to display an error page.

Changed files

net/http/http_cache_transaction.cc
net/http/http_network_transaction.cc
net/http/http_proxy_client_socket_wrapper.cc
net/http/http_stream_factory_impl_job.cc
net/socket/ssl_client_socket.cc
net/socket/ssl_client_socket_pool.cc
net/url_request/url_request_http_job.cc

CT error checking

The CT checks in the SSL socket implementation were adapted to return an
error if any one of them fails.

Changed file

net/socket/ssl_client_socket_impl.cc
net/socket/ssl_client_socket_pool.cc

5.3.4 Addition of CT details to DevTools

The CT details were included into the Security Panel of the DevTools. In
contrast to the prototype seen in figure 4.6, all the details per SCT were added to
a new paragraph entitled as "Certificate Transparency" beneath the certificate
information paragraph. In particular, only the most important SCT details
including the log’s name, origin and validation status are visible at first as very
few experts will regularly want to look at all the details. A link labelled "Show
full details" follows. If it is clicked on, the summary of every SCT is replaced
with a table of all the details. The final appearance can be seen in figure 5.4
and 5.5.

The connection, certificate and CT information are available from each re-
quest the browser needs to perform for loading a website. To show all CT details,
they had to be piped from the objects holding the data to the DevTools.

Addition of SCTs to ResourceResponseInfo

An attribute of the type net::SignedCertificateTimestampAndStatusList,
which is a list of net::SignedCertificateTimestampAndStatus objects that
represent pointers to SCTs and their corresponding validation status, was added
to content::ResourceResponseInfo.

Changed files

content/public/common/resource_response.cc
content/public/common/resource_response_info.h

Adaption to the new attribute

The content::ResourceLoader and the Inter-Process Communication (IPC)
components had to be adapted to take the new attribute of content::Resource
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Figure 5.4: Screenshot of the improved origin view of the Security Panel in the
DevTools showing the SCT overview

ResponseInfo into account. A default constructor for net::ct::SignedCert
ificateTimestampAndStatus had to be added for the IPC components to work
too.

Changed files

content/browser/loader/resource_loader.cc
content/common/resource_messages.cc
content/common/resource_messages.h
net/ssl/signed_certificate_timestamp_and_status.cc
net/ssl/signed_certificate_timestamp_and_status.h

Addition of SCTs to WebSecurityDetails

The structure blink::WebURLResponse::WebSecurityDetails was extended
by a new attribute of the newly created type blink::WebURLResponse::Signed
CertificateTimestampList, which is a list of objects of the new type blink::
WebURLResponse::SignedCertificateTimestamp.
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Figure 5.5: Screenshot of the improved origin view of the Security Panel in the
DevTools showing the SCTs’ details
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Changed file

third_party/WebKit/public/platform/WebURLResponse.h

Conversion to blink namespace

The conversion of a list of net::SignedCertificateTimestampAndStatus ob-
jects to a list of blink::WebURLResponse::SignedCertificateTimestamp ob-
jects, which are needed for further use, was introduced to take all new attributes
into account.

Changed file

content/child/web_url_loader_impl.cc

Since the later should not rely on data types defined in underlying layers,
values of those types were converted to textual representations using methods for
converting non-string values of types found in net::ct::SignedCertificate
Timestamp and net::ct::SCTVerifyStatus to strings. These methods were
put into additional files.

Added files

net/cert/ct_sct_to_string.cc
net/cert/ct_sct_to_string.h

Additon of SCTs to WebKit

The class blink::ResourceResponse was extended by a new attribute of the
newly created type blink::SignedCertificateTimestampList, which contains
objects of the new type blink::SignedCertificateTimestamp. A convert-
ing constructor was added to the class blink::SignedCertificateTimestamp,
which takes a reference to an blink::WebURLResponse::SignedCertificate
Timestamp object as parameter. Additionally, the method blink::Resource
Response::setSecurityDetails() was adapted to take the new attribute into
account.

Changed files

third_party/WebKit/Source/platform/network/ResourceResponse.cpp
third_party/WebKit/Source/platform/network/ResourceResponse.h

Conversion to ResourceResponse

The method WebURLResponse::setSecurityDetails(), which takes a refer-
ence to a blink::WebURLResponse::WebSecurityDetails object as argument
and sets the SecurityDetails attribute of a blink::ResourceResponse ob-
ject, was adapted.

Changed file

third_party/WebKit/Source/platform/exported/WebURLResponse.cpp
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Addition of SCT details to JSON representation

As the DevTools are mainly written in JavaScript, JSON is used to exchange
data between C++ and JavaScript. In fact, a type holding the SCT details
was introduced, and a list of this type was added as attribute to the Security
Details, which had already existed.

Changed file

third_party/WebKit/Source/devtools/protocol.json

Conversion to JSON

The conversion of an blink::ResourceResponse::SecurityDetails object to
a JSON representation has been adapted to take the SCT details into account.

Changed file

third_party/WebKit/Source/core/inspector/InspectorResourceAgent.cpp

Presentation in the Security Panel

The JavaScript function that displays the origin view was adapted to display
the SCT details. Additionally, its layout was described in the corresponding
CSS file.

Changed files

third_party/WebKit/Source/devtools/front_end/security/originView.css
third_party/WebKit/Source/devtools/front_end/security/SecurityPanel.js

Adaption of the Security Panel overview

Since the detailed origin view is not available in the case of a CT failure, the
overview of the Security Panel has been adapted to include a short hint about
the failure’s cause. Therefore, texts for the hints were added to the resources,
and the logic was adapted to take this kind of failures into account too. Fig-
ure 5.6 shows that overview.

Changed files

chrome/app/generated_resources.grd
chrome/browser/ui/browser.cc
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Figure 5.6: Screenshot of the improved overview of the Security Panel in the
DevTools shown when no SCTs are available



Chapter 6

Evaluation

In software development, evaluation is crucial to "check that their [the de-
veloper’s] design is appropriate and acceptable for the wider user population"
[54, p. 453]. "Evaluation focuses on both the usability of the system and on
the users’ experience when interacting with the system." [54, p. 452] Hence, the
implemented features were evaluated using two methods, which involve people
and represent two more iterations in the iteration design process used in this
thesis. First, the new features were presented in a walk-through to a few parti-
cipants. Finally, an online questionnaire was drawn up to get data from many
people.

6.1 Walk-through

A walk-through was performed to get some first, quick feedback from some
people. In a walk-through, "a designer or programmer leads members of the
development team and other interested parties through a software product, and
the participants ask questions and make comments about possible anomalies,
violation of development standards, and other problems" [35, p. 3.8]. In other
words, usability problems of the new features should be detected by demon-
strating them to people.

6.1.1 Study design

In the following, the participants and the procedure of the walk-through are
briefly described.

Participants

Four people that had already participated in the focus groups took part in the
walk-through. In fact, two members of the expert and two of the inexpert focus
groups participated. Unfortunately, they did not receive any reward for their
participation.

75
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Procedure

A walk-through was made for each participant individually by the author of
this thesis. After being welcomed, the participant had to sign the consent form,
which can be found in appendix B.1 on page 135. Then, the audio recording
was started, and the participant was invited to ask questions and to comment
about the new features. Each walk-through took about 10 minutes and was
structured as follows.

1. Visit the website of mozilla.org and show the CT details in the Security
Panel of the DevTools.

2. Visit the website of wikipedia.org and look at the CT error page. Also
expand the advanced section.

3. Open the browser’s settings to enable passing through CT error pages.

4. Reload the CT error page and look at the updated one. Expand the
advanced section again.

5. Open the Security Panel of the DevTools to have a look at the CT error.

After each walk-through, the author of this thesis noted the participant’s
remarks still being present in his mind. Later, the audio recordings were ana-
lysed by transcribing the most interesting quotations. Themes and a structure
emerged from the notes and quotations. Finally, the problems were described,
and suggestions for improvement for each one were made.

6.1.2 Results and discussion

Almost all reactions were positive. Participants’ comments are grouped together
by the feature they affect in the following.

Security Panel in DevTools

All participants reacted positively to the additional CT information found in the
Security Panel of the DevTools. Both experts were especially interested. For
instance, one of them mentioned that it looked like it had been there forever.
One of both inexpert participants remarked that these details are uninteresting
for themselves, but also that they might be useful for experts.

Setting

Only the expert participants commented on the new setting and noticed that
it might be difficult to be made aware of its existence. One of them mentioned
that they would probably need to perform a Google search to tell them about
it once it has been implemented. The second expert said that a hint pointing
to the setting could be added to the error page.
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Error page

In general, the CT error page was appreciated very much. In fact, one par-
ticipant preferred its layout over the one known from other certificate issue
warnings. Three participants also mentioned that they like the icon showing a
monster. In particular, one of them found that the depicted creature is looking
funny and astonished at the same time. In contrast, another of them pointed
out that the icon is the only thing that is not made for experts. Moreover, one
participant discovered a typo in the primary paragraph ("[...] to steal to steal
[...]").

One expert and one inexpert participant mentioned that they like the ex-
pandable advanced section. In fact, they found the information useful and
adequate in length. One of both even suggested to transform the option to
continue from a link into a button.

Not being able to proceed through the error page per default frustrated three
participants. In fact, one inexpert participant mentioned that they liked being
warned in the error case, but did not like the fact that they could not reach
the website per default. Another inexpert participant complained that such an
error message would not make it easier to browse the Internet and that people
will find a way around it.

6.1.3 Conclusion

Although reactions were mainly positive, a few complaints arose. The one tar-
geting a typo was directly tackled by fixing it. Most other complaints seem to
be caused by the design choice that it should not be too easy to bypass the CT
error page. For instance, the addition of an explanation of how to enable the
option to continue to the error page would probably make more novice users
enable it and forget about the risks. Similarly, a transformation of the option
to continue from a link into a button, i.e. use of opinionated design would dir-
ectly catch the reader’s attention upon expansion of the advanced section so
that they would probably skip reading the explanation text. In conclusion, no
design change will be made as it should not be made to easy to proceed through
a CT error page.

6.2 Online questionnaire

An online questionnaire was set up to collect feedback about the new features
and the current CT integration from a lot of people in a quick and cheap manner.
Its goal is to measure the participants’ satisfaction by self-reported metrics,
which consist of clear and precise questions. Additionally, the evaluation may
reveal significant differences between users of Google Chrome or Chromium and
users of other browsers, between people spending little time on the Internet and
people spending a lot of time on the Internet, or between novice, intermediate
and expert users.

In this section, the study design of the online questionnaire is described first.
Then, the pilot-study that was run to test the survey with a few participants is
documented. At the end, the presentation and discussion of the results of the
questionnaire are followed by a conclusion.
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Figure 6.1: Participants’ most used browser

6.2.1 Study design

In the following, the participant’s recruitment process and demographic inform-
ation are presented. Then, a description of the general procedure of the study
follows.

Participants

Every interested Internet user that knew the link to the questionnaire was able
to participate. Similarly to the advertisement of the pre-questionnaire of the
focus groups, a link to the study was sent over a public mailing list of the
Computer Science Students’ Representative Council of the Saarland University
and posted in a few Facebook groups being composed of locals. It was also sent
to personal contacts, some of whom re-shared it with their friends. People were
also made directly aware of the optional raffle of two Amazon vouchers.

The number of people taking part in the online questionnaire was 36. The
responses of the four participants of the pilot-study were included in the res-
ults of the main-study as the changes to the questionnaire were only marginal.
Overall, one third of the participants (33%, 12) were female, 64% (23) were
male, and 3% (1) preferred to not indicate their gender. 39% of the participants
(14) were between 18 and 24 years old, half of them (50%, 18) were between 25
and 34 years old, 8% (3) were between 35 and 44 years old, and 3% (1) were
between 45 and 54 years old.

Besides the basic demographic information, some questions tried to find out
more about the participants’ background. For instance, 21 people optionally
indicated their subject or occupation; 18 were students, of whom 11 studied
computer science and closely related fields, and the 7 others studied differ-
ent subjects: economics, languages, law, nutrition, philosophy, psychology and
tourism. The remaining three participants were working as a software engin-
eer. Moreover, participants’ most used browsers are Google Chrome and Mozilla
Firefox. More details can be seen in the pie chart in figure 6.1. Additionally,
participants’ hours spent on browsing the Internet per day on average are illus-
trated in figure 6.2.
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Figure 6.2: Participants’ hours spent on surfing the Internet per day on average

As in the pre-questionnaire of the focus groups, the expertise score was
calculated to determine the participants’ knowledge about certificates. It should
be reminded that this score is the sum of the ratings on the 5-point Likert scale
to the statements of question [Q7] per participant. Since this question was only
added after the pilot-study had taken place, the answers to the same question of
the pre-questionnaire were taken into account for its four participants. Overall,
the scores range from 1 to 24 with a possible minimum of 0 and a possible
maximum of 24. Their mean is 13.53, their median is 12.5 and their 95%
confidence level is 2.16. The interval of reachable values [0, 24] is divided by
3 to determine novice (score ∈ [0, 8]), intermediate (score ∈]8, 16]) and expert
users (score ∈]16, 24]). Figure 6.3 shows the corresponding histogram.

Procedure

The questionnaire was divided into three parts: two groups of tasks and one
group of personal questions. The first group of tasks is referred to as non-expert
tasks as it evaluated only parts of the user interface designed for everybody.
The second group of questions is called expert tasks because participants had
to imagine being a computer specialist. The personal questions were put at the
end to prevent biases, e.g. caused by asking for the person’s gender. In total,
the questionnaire consisted of 40 questions and can be found in appendix B.2
on page 136.

Three independent variables make up the tasks, which are summarised in
table 6.1. In particular, tasks A, B, C and D compose the non-expert tasks,
and tasks E and F form the expert tasks. A current implementation for experts
has not existed. In the first question of every task, participants expressed their
agreement with some statements on a 5-point Likert scale from strongly disagree
(0) to strongly agree (4). Then, mainly open questions follow.

A within subjects design was used, i.e. each participant had to complete all
tasks. To decrease carryover effects like learning and becoming tired, the tasks
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Figure 6.3: Histogram of the participants’ expertise score

Task Target group Version of Google Chrome CT information
A Inexperts Current Valid
B Inexperts Current Invalid
C Inexperts New Valid
D Inexperts New Invalid
E Experts New Valid
F Experts New Invalid

Table 6.1: Overview of the online questionnaire’s tasks
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of both groups were counterbalanced, i.e. the order of the tasks was randomised
for each participant. To sum up, participants started with tasks A to D in
randomised order before tackling tasks E and F or F and E.

The website of Wikipedia was visited in the tasks because it is commonly
known and even ranks among the top ten websites of the Alexa rank1. It is
worth adding that the same website was used in all tasks to prevent introducing
biases. Like the pre-questionnaire of the focus groups, this survey was also
conducted using LimeSurvey.

Having reached 36 participants, the questionnaire was closed and evaluated.
At first, the e-mail addresses were separated from the rest of the data and used
to raffle both vouchers. Then, themes and patterns emerged by grouping similar
answers given to the open questions together. Basic statistics were applied to
the quantitative data, and the expertise scores were calculated. Next, graphs
presenting the data were generated. When presenting average values, they also
include 95% confidence intervals. Finally, z-tests and t-tests were used to de-
termine significant differences between tasks and participants. In these tests,
an alpha value was always 0.05, i.e. the results are 95% confident.

6.2.2 Pilot-study

The pilot-study was a trial of the online questionnaire to determine comprehen-
sion issues and wishes for improvement. In the following, its design, results and
implications are documented.

Study design

The four participants of the walk-through took also part in this pilot-study by
filling out the questionnaire and using the think-aloud technique, which means
that they said whatever came into their mind. Rogers et al. put it in other
words: "The [think-aloud] technique requires people to say out loud everything
that they are thinking and trying to do, so that their thought processes are
externalized." [54, p. 261] The author of this thesis was answering questions
and taking notes, which were categorised by question or by emerging theme
afterwards.

Results and implications

Three participants asked for help as they did not perceive the difference between
tasks A and B. In fact, one of them mentioned that the study seems to be
broken. Another of them suggested the difference to be marked, which would
nevertheless bias the study’s results too much. A third one suggested adding
a header "Possibility X of 4", with X being a number between 1 and 4, to the
first four tasks. Unfortunately, it is not possible to access the sequence number
of the randomised order of these questions groups in LimeSurvey.

The question "How would you proceed?", which is risen in [D-Q6] and [F-
Q6], rose a few issues. First, it was not clear enough that the question only
asked for the very first action you would perform next. In fact, three parti-
cipants tried to choose more than one option. One of them mentioned that they

1http://www.alexa.com/topsites. Accessed: 2016-06-08.

http://www.alexa.com/topsites
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wanted to arrange the available options. Hence, two of the three critics sug-
gested to make the text clearer, which was also realised: "What would you do
next first?". Moreover, two participants were of the opinion that a field labelled
"Other" with a text field to enter an own answer was lacking, so it was added.
When the question appeared for the second time, one participant was confused
because they did not find the same option at the same place. Therefore, the
randomisation of the answers’ order was removed.

Three small issues within the introduction of the expert tasks were detected.
First, both inexpert participants complained that it is difficult to imagine being
a computer specialist, but their feedback is valuable neverthless as they bring in
a different perspective. Secondly, one participant stated that it has taken some
time to find the new setting on the image, which is exactly the feedback being
asked for by rating the statement "It is easy to find the setting." in question [X-
Q1]. Finally, the last paragraph, which starts with the words "Now, you want
to visit...", was overlooked by two people. One of both suggested putting it on
a new page, which was also realised.

A few guidance problems were discovered. One participant found that is it
not clear to which page "on the page" in some statements in questions [D-Q1]
and [F-Q1] refers to. Therefore, these words have been replaced by "on the error
page". When answering questions, two participants referred to the last image
only as they scrolled up to the image closest to the questions only. Thus, the
following sentence was added to the end of every task’s introduction: "When
answering the following questions, and not being instructed to focus on one
element, please take all images on this page into account."

Participants pointed out some English words that were unknown or diffi-
cult to understand. Two participants did not know the meaning of the word
"superfluous", so it was replaced by "unneeded or misleading". Although the
name "DevTools" was explained in the introduction of the expert tasks, one
person wondered what it means in questions [E-Q1] and [F-Q1]. Therefore, its
origin "developer tools" was added, and "DevTools" was put between brackets.
Another participant asked if "Security Panel" is a proper name, which was put
in italics to make it clearer. The same person also wondered what the word
"raffle" stood for in question [Q8], so some information was added to make it
understandable from the context: "raffle of Amazon vouchers".

There were some clues of having too many open questions. In fact, one
participant mentioned that there are too many. Another filled out only the
first open question and quickly scrolled to the end of the page for two tasks.
Yet another one noticed that the question "Is there additional information you
would find helpful? If yes, which?" is quite similar to "What could be improved
to better let you know about the security of the connection to Wikipedia?".
Thus, both questions were combined while keeping only one text field.

6.2.3 Results

In the following, the results of the online survey are documented. The graphs
presenting the answers to some questions can be found in appendix B.3 from
page 155 on. Unfortunately, significant differences were found neither between
users of Google Chrome or Chromium and users of other browsers nor between
people spending little time on the Internet and people spending a lot of time on
the Internet, but between certificate novices and experts.
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Current implementation

The current integration of CT information fails to inform the user. When they
had to judge the security of the connection to the visited website, participants
did not make a significant difference between the situations in task A and B
(p-value for null hypothesis: 1.66× 10−1, figure B.1 on page 155). In particular,
it seems that they did not spot the sentence about the CT information in the
pop-up. Furthermore, participants found the information in the pop-up only
very little helpful in both tasks (figure B.3 on page 156). They also neither
agreed nor disagreed with the statement that the information in the pop-up
made it easy to check if the connection is secure or not (figure B.4 on page 156).

People could indicate in the second question of each task ([A-Q2] and[B-
Q2]) how they assessed the connection’s security. In both tasks, six people were
convinced by the green lock icon(s) and one by the green https indicator in the
location bar. Six others relied on the additional information found in the pop-
up. For instance, an expert participant explained: "The certificate is issued by
an authority which is known and trusted by the OS and Chrome, the validation
of the server certificate was recalculated and successfully compared to a SHA256
signature created by the issuing authority. The connection is using TLS 1.2 and
the shared session secret has not been sent over the wire as Diffie Hellman key
exchange has been used, also using GCM as a block cypher is superior to CBC."

In contrast, three other users simply trust their browser or antivirus program.
In fact, one novice argues: "I trust Chrome, [and] I read words like ’verified’,
’encrypted’, ’certificate’, ’transparency’, and those words make me believe that
it’s trustworthy. But to be honest, I have no idea...’." An intermediate explained:
"I never had a bad experience with Wikipedia yet, if there should be an unsafe
connection my Avast Antivirus is gonna stop it immediately. I never had a virus
since i have ’Avast Antivirus’ !"

Nevertheless, three novices and one intermediate mentioned that they de-
tected a contradiction in task B. Indeed, the green lock icons are inconsistent
with the second sentence of the identity paragraph, which states that no CT
information has been supplied. One intermediate participant also pointed out
that "the first sentence is superfluous, since there are not many users who un-
derstand it. The second one is important, but could be overread because of the
first one."

Further seven participants across all expertise groups expressed that they are
not happy with the pop-up. Three of them found the pop-up to be completely
unneeded. For example, one person mentioned that "everything is unnecessary,
except for the green lock". Another suggested colouring the whole location
bar in green. Four others of the seven think that the connection information
section is too technical for most people. For instance, one expert participant of
them noticed: "The information is too technical for the average user." On the
other hand, participants only slightly agreed with the statement that there is
enough information available to assess the connection’s security (figure B.2 on
page 155).

Seventeen participants made suggestions for making the pop-up less technical
and easier to understand. Thee novices and one intermediate of them asked for
removing terms like "https", "encrypted", "certificate" and "Certificate Trans-
parency" because they do not know their meaning. An easier representation of
the information would not only be possible by highlighting the most important
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details or shortening the text, but also by translating it to colour-coded images.
Alternatively, four intermediate participants requested explanations of some de-
tails. For example, one of them stated: "For non-technical users, there is not
enough information to explain what is actually meant. An ’Advanced’ button
for in-depth information would be helpful for those interested."

New pop-up

Due to an unclear separation of information, 4 participants with mixed expertise
backgrounds of the 18 answering question [C-Q2] mentioned that they took
aspects of cookies and permissions into account when deciding whether the
connection is secure or not. Another intermediate confirmed this possibility in
their answer to the subsequent question: "There is no specific information about
security since the information given indicates several things but not directly
security". Yet another expert agreed: "In my opinion, permissions and security
are two different things, so showing the permissions tells me nothing about the
security of the connection." Additionally, participants found the information in
the new pop-up only a little helpful (figure B.3 on page 156).

Participants rated the statement that there is enough information to check
the connection’s security significantly lower in task C than in task A (p-value
for null hypothesis: 1.06× 10−4, figure B.2 on page 155). Additionally, they did
not agree with the statement that the information in the pop-up made it easy
to check if the connection is secure or not (figure B.4 on page 156). Thus, 11 of
the 18 participants, who are mainly intermediates and experts, asked for more
details about the security of the connection and were of the opinion that the
information they used to find there, such as details about the certificate, are
lacking.

Some participants wanted to reduce the information found in the pop-up. In
fact, six intermediate and expert users suggested summarising the information
and making (parts of) the permissions expandable. For example, one of them
proposed that "’blocked’ or ’ask by default’ permissions may be hidden in the
first place [and] only potential[ly] dangerous [ones] (’allow by default’) should be
visible beforehand." One expert participant also found the permission icons to be
not self-explanatory and thus superfluous. They even suggested improving the
layout by aligning the state drop-downs to the right and using colours deduced
from traffic lights.

New error page

Comparing the non-expert tasks B and D as well as the non-expert tasks C and
D (p-values for null hypotheses: 1.17 × 10−25 or rather 2.2 × 10−28, figure B.1
on page 155) and both expert tasks (p-value for null hypothesis: 2.24 × 10−48,
figure B.7 on page 159) show that the new error page makes participants signi-
ficantly better aware of the (in)security of the connection upon CT issues. How-
ever, there was a significant difference of evaluating the connection’s security
between novices and experts in task D (p-value for null hypothesis: 2.17×10−3,
figure B.12 on page 161). In particular, the former only disagreed with the
statement that the connection to Wikipedia is secure or not, whereas the latter
strongly disagreed.
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Being asked how they see that the connection is not secure, 19 participants
across all expertise groups gave answers. Three of them mentioned that an
error page appeared instead of the website they had expected. Eight other
people explicitly mentioned the text found on the error page. Moreover, the
image of the red monster was indicated by seven participants.

Passive indicators were mentioned by eight participants. Six wrote about
the https indicator, which is coloured red and crossed through. For instance,
one of them explained: "Another point which makes me a bit uneasy is the fact
that the ’https:’ part of the web page is crossed through with red, suggesting to
the user’s eye that something has to be wrong with the security." Next to the
https indicator, there is a lock icon with a red cross, which was mentioned by
two people.

Participants found the information on the error page only a little helpful
(figure B.3 on page 156). However, they agreed with the statement that the
information on the error page made it easy to check if the connection is secure
or not (figure B.4 on page 156). The suggestions for improvement concerning
the error page in tasks D (questions [DQ3] and [DQ5]) and F (question [FQ3]
and [FQ5]) have been aggregated as only very few suggestions were made in
task F. In their answer to the question [DQ4] asking for unneeded or misleading
information, only one participant wondered: "Why is there a reload button if
the connection is not secure?"

Participants wanted to get more information. In fact, they only slightly
agreed with the statement that there is enough information to check if the
connection to Wikipedia is secure or not (figure B.2 on page 155). In fact,
three people of the ten that indicated that they wanted more requested to
get explanations about some terms, such as "Certificate Transparency" and
"credentials". Eight participants wanted to get details about the problem, its
possible causes, and possible consequences of continuing to the website. For
example, one of them suggested: "Add a link to show more detailled information
on what exactly went wrong, i.e. what Wikipedia sent compared to what was
expected." Another argued: "You would then trust chrome’s decision more."
Most participants did not repeat their wish of wanting more details made in
task D in task F.

Some other interesting ideas were mentioned. Two participants suggested
showing since when they have been under attack and when the attack is ex-
pected to be finished. Two others even thought of showing all possible causes
with their probability of occurring. Additionally, one person proposed renam-
ing the "Advanced" link in the non-expert task D: "’Advanced’ should be ’More
information’ or ’What does this mean?’. With ’Advanced’, most users would ex-
pect advanced options or actions (like allowing to show the web page anyway)."
The same participant wanted to introduce a hierarchy in the opinionated design
used for the options, i.e. highlighting one of both options "Reload" and "Back
to safety" more than the other. Another proposed adding some explanatory im-
ages to the advanced section. Yet another suggested "pointing to the settings,
where you could have the option to visit the page anyway".

When asked what they would do next (questions [DQ6] and [FQ6]), par-
ticipants favoured different options in the error page for non-experts and the
one for experts. In task D, most (12) would click on the "Reload" button on
the page. Nine would click on the "Back to safety" button on the page while
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the third place is shared among two options. Five would click on the "uses
Certificate Transparency" link on the page, and five others would close the tab.

Maybe because participants agreed with the statement "I am frustrated that
I cannot visit Wikipedia.", which was only available for rating in task D, with
an average value of 3.83 (95% confidence level: 0.29), most participants (9)
would proceed to the possibly false website in task F. Seven people would click
on the "Back to safety" button on the page, whereas the third place is shared
among two options again. Five would click on the "Reload" button on the page,
and five others would close the tab. All participants’ decisions can be seen in
figure B.5 on page 157 for task D and in figure B.6 on page 158 for task F.

New setting

It is not easy to find the new setting. In fact, participants neither agreed
nor disagreed with the corresponding statement in question [X-Q1] with an
average rating of 1.92 only (95% confidence level: 0.37). Five participants even
suggested improvements. Two of them proposed adding the setting directly
to the error page to save time finding it. Two others suggested reorganising
the settings by introducing a third group of potentially dangerous settings or by
regrouping them by topics. Last, the fifth one proposed to highlight "Certificate
Transparency" so that the user finds it quicker.

Most participants found the setting easy to change because of the corres-
ponding statement’s average rating of 2.94 (95% confidence level: 0.28). How-
ever, the setting is not so easy to understand as participants rated the cor-
responding statement with an average of 1.89 only (95% confidence level: 0.4).
Indeed, six people wanted to get some explanations. One novice and three
experts of them proposed adding a link to read about CT and the possible
consequences of continuing through an error page.

Enhanced Security Panel of DevTools

Participants found that there is enough information to check if the connection
is secure or not in both expert tasks, which show the Security Panel of the
DevTools (figure B.8 on page 159). However, there was a significant difference
of evaluating the connection’s security between novices and experts in task E (p-
value for null hypothesis: 2.17 × 10−3, figure B.13 on page 162). In particular,
the former agreed only very little with the the statement, whereas the latter
agreed with a tendency to strongly agreeing.

Of the seven participants who mentioned what informed them about the
connection’s security in task E (question [E-Q2]), only two referred to parts
of the DevTools. In fact, one indicated the green dots and the other one the
hash function used for the SCTs. Similarly, only 3 of 12 people referred to the
DevTools in their answer to the same question in task F (question [F-Q2]).

Unfortunately, the SCT details in the DevTools in task E do not seem to
be helpful enough as participants neither agreed nor disagreed with the corres-
ponding statement (figure B.9 on page 160). Moreover, people disagreed with
the sentence that the information presented made it easy to understand that
there is no problem in task E (figure B.10 on page 160). Two participants also
mentioned that they found the "Signature Data" to be unneeded or mislead-
ing (question [E-Q4]). However, the overview in the Security Panel in task F
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yields significantly better ratings for both previous statements (p-value for null
hypothesises: 2.12× 10−2 or rather 9.58× 10−4).

Experts can make more sense of the information in the DevTools than
novices. In tasks E and F, there is a significant difference between the novice and
expert participants’ rating of the statement that the information in the DevTools
is helpful (p-value for null hypothesises: 7.67× 10−3 or rather 2.78× 10−2, fig-
ure B.14 on page 162). In particular, novices do not agree with the statement,
whereas experts agree. Additionally, there was a significant difference in rating
the statement that the information in the DevTools made it easy to understand
the problem in task F (p-value for null hypothesises: 3.95 × 10−3, figure B.15
on page 163). Again, novice users disagreed with it, while experts agreed.

A lot of different suggestions for improvements were made for the detailed
SCT view in task E (questions [E-Q3] and [E-Q5]). Three participants proposed
adding explanations of the different terms and concepts for the average user. For
instance, one expert of them asked "What exactly was embedded into what?"
concerning the entry "Origin: Embedded". Two others suggested using more
colours and icons. Moreover, one person wants each log to be expandable on
its own. Another came up with two other ideas: "It would be nice to not have
to reload the page after going to the security tab.", and "’Sign Algorithm’ is
agrammatical and should be ’Signature Algorithm’."

In task F, four people suggested adding explanations of the terms found in
the Security Panel overview (questions [F-Q3] to [F-Q5]). For example, one
novice user wondered what a certificate chain is, and one expert wanted to have
the meaning of "Main Origin" made clearer. One person also proposed marking
such words as links, a click on which would open an explanation. In contrast,
another expert participant suggested using more technical names for the reasons
and attacks.

It is worth mentioning that there is a slight tendency towards agreeing with
the statement that information in the DevTools is well structured (figure B.11
on page 161). Experts even agreed significantly more than novices (p-value for
null hypothesises: 5.44× 10−3, figure B.16 on page 163).

6.2.4 Discussion

This discussion section follows the same structure as the one presenting the
results. Besides, the questionnaire’s limitations are discussed at the end.

Current implementation

The survey has shown that Chromium’s current CT integration fails to inform
the user. In fact, it is difficult to spot the sentence indicating a CT issue in the
identity paragraph in the connection tab of the pop-up because the lock icon in
front of the paragraph stays green. According to the CT standard, the connec-
tion should not even be established. Consequently, the lock icons in the location
bar and in front of the paragraph should not appear in green or at all. Only
four novice participants mentioned that they detected this contradiction, which
may be naturally caused by the questionnaire that has encouraged participants
to revise the images showing the user interface.

Moreover, previous work showed that most people do not look at passive
indicators at all [16, 56, 68, 70]. Even in this thesis’ online study, three par-
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ticipants indicated that they rely on their browser or rather antivirus to block
dangerous websites. Furthermore, three participants mentioned that they find
the pop-up to be completely superfluous.

Following this idea, a completely cleansed pop-up will be included in one
of the next stable versions of Google Chrome and Chromium. Balancing the
needs of the average users with the ones of the expert users, one sentence will
summarise the connection’s security state and will be accompanied by a link
that leads to the opening of the Security Panel of the DevTools, which shows a
lot of details about the connection’s security in a structured way.

New pop-up

The new pop-up found in task C and in preview versions of Google Chrome
and Chromium is more confusing than the old one due to three reasons. The
main cause of confusion is the new layout presenting information concerning the
connection’s security together with details about cookies and permissions. This
provoked some participants to mix up all information available in the pop-up
when assessing the security of the connection. Thus, it seems that the separation
has not been made clear enough yet.

Another reason is that a few people think that there is too less information
available about the security of the connection in the pop-up. However, most
of these people are intermediates and experts. As they have been used to the
current pop-up, they need some time to adapt to these changes. In fact, a click
on the "Details" link will provide them with enough details in the Security Panel
of the DevTools.

The third motive is that some participants were overwhelmed by the mass of
information found in the pop-up. A few of them made suggestions for improve-
ments concerning the cookies and permissions sections, such as a summary of
this kind of information, layout changes and the use of colours. The improve-
ment of these two sections would require further insights, which is unfortunately
beyond the scope of this thesis.

New error page

The new error page seems to be successful in providing information about the
connection’s insecurity caused by a CT issue as the participants disagreed with
the statement that the connection is secure. In fact, most participants men-
tioned especially the active indicator, i.e. the error page, taken into account
when assessing the security of the connection. However, the experts were more
convinced than the novices by the error page shown in task D. The latter might
have been overwhelmed by the mass of information found in the expanded ad-
vanced section of the error page. In this case, it is good to hide the details in
the first place.

The novices might also have been simply confused by words they do not
know. In particular, a few participants admitted that they did not understand
some technical terms and requested to get them explained. In task E, some
mentioned that they want to get more details about the problem, its possible
causes and possible consequences of continuing to the website. As this wish was
not repeated in the answers to the questions in task F, it seems it has been
fulfilled by the details found in the DevTools.
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Two suggestions made could be included into the error page or into a different
place. Details about the time interval of an attack can not be shown because it
is impossible to determine its start time and to predict its end time. Another
idea was to display probabilities for the possible causes of a CT issue, but the
calculation would need to take further information into account, which could
possibly be requested from another server depending on the attack. However,
such an approach would also raise privacy issues.

Three other ideas directly affect the error page. The link entitled "Ad-
vanced" could be renamed to "More information" if the new setting is not
enabled because "Advanced" suggests advanced options. Highlighting one of
both buttons "Reload" and "Back to safety" more could help the user choose,
but it stays unclear which option is the best. One participant suggested adding
explanatory images to the advanced section, but they should be added rather
to the page that opens when the "uses Certificate Transparency" link is clicked
on than to the error page to not overload the latter.

Participants had to indicate what they would do next when being faced
with the error page. When no option of proceeding is shown (task D), most
would click on the "Reload" button on the page. This might be caused by the
suggestion "Please try again later!", which can be found in the page’s primary
paragraph. When the option of proceeding becomes available (task F), most
people chose it. This supports the work of Amer et al., who showed that active
indicators are quickly dismissed [3], and of Schlechter et al., who found that half
of their participants proceeded [56]. While active indicators are currently seen
as best practise, such findings support the idea that the option of continuing
should not be always shown by default.

New setting

Participants did not find it easy to find the new setting and made a few sugges-
tions for improvement. Some proposed the reorganisation of the whole settings,
but unfortunately this is outside the scope of this thesis. Others thought of
adding the setting to the advanced section of the error page to make it easier
to find. However, the average user should not be able to add and bypass the
error page so easily. Furthermore, a few others requested to get an explanation
of "Certificate Transparency" to make the setting easier to understand, which
could be achieved by linking the term to the same page that opens when the
link "uses Certificate Transparency" on the error page is clicked on.

Enhanced Security Panel of DevTools

Expert participants found the information in the DevTools helpful and easy to
understand, whereas novices did not. It is indeed obvious that experts can make
more sense of these details because the DevTools are especially designed for
them, which happened under the assumption that they have knowledge about
at least some of the described terms and concepts. Therefore, the appropriate
technical terms can and should be used. Biddle et al. argued similarly: "These
levels of detail are probably only understood by highly technical users and should
perhaps be hidden at a deeper level in the dialog boxes." [9]

Hidden to average users most of the time, the DevTools might be discovered
by their most curious and adventurous users. As the technical terms could
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scare them off again, there should be an easy way of getting them explained.
For example, they could be transformed into links leading to explanatory pages,
which was suggested by two participants, or augmented by tooltips that appear
when you hover with your pointer over them. Additionally, novice participants
did not find the information well structured, while experts did. The former
might simply be overwhelmed by the large amount of unknown information.

A few smaller improvements were suggested. In particular, the term "Em-
bedded" in the context of SCTs has to be clarified with "Embedded in certific-
ate", and "Sign algorithm" has to be replaced with the grammatically correct
expression "Signature algorithm". Suggested by participants, additional colours
and icons have to be used with caution to not distract experts from the technical
details. One participant also wanted to get rid of the constraint that the website
has to be refreshed when the DevTools are opened after loading the website.
Currently, most of the data needed by the DevTools are only send through the
browser’s layers when these tools are open to reduce resource consumption.

Limitations

Similar to the focus groups, the participants do not necessarily represent the
user base of Google Chrome and Chromium. To begin with, a third of the
participants were female, and about two thirds were male. Additionally, 18 of
the 21 participants who indicated their subject or occupation were students.
Such a distortion might be caused by the social circles the author has shared
the link to their study with.

The comment of one participant revealed another limitation of this study.
In tasks A and C, they were missing images of the user interface elements
that appear when the links in the pop-ups are clicked on. For instance, the
"Details" link would open the Security Panel of the DevTools, but this element
was reserved for the expert tasks. Similarly, an image of the pop-up could also
have been included in task D.

Another limitation is that the real reasons for the finding that most parti-
cipants chose the option to continue to the possibly false website remain unclear.
In fact, they could also have chosen to continue because they were instructed
to role-play a computer specialist. Schlechter et al. had already pointed out
the effects of role-playing in their work: "Role playing has a significant neg-
ative effect on the security vigilance of study participants. Participants who
played roles disregarded more attack clues before withholding their passwords
than participants whose own passwords were at risk." [56] However, both novice
participants of the pilot-study and one participant of the main study mentioned
that they answered as themselves because they found it difficult to imagine
being a computer specialist.

6.2.5 Conclusion

This online survey collected feedback from 36 participants about Chromium’s
current CT integration and the features developed in this thesis. First, it has
shown that the current CT integration fails to inform the user and that even
the new pop-up creates confusion. Secondly, the new error page is successful
in telling the users that the connection is not secure. It also manages to give
people a basic understanding of the CT issue, and most users even follow the
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suggestion of reloading the website, which is made in the primary paragraph.
However, experts are significantly more convinced than novices by the error
page. Thirdly, the new setting fits well into the other ones. Finally, experts find
the information found in the Security Panel of the DevTools helpful.

In general, participants wanted to easily access explanations about technical
terms and concepts mentioned in the new error page, in the settings and in the
DevTools. For instance, the concept of "Certificate Transparency" needs to be
explained in a tooltip or on a page, which should be accessible from every use of
this expression via a link. As the DevTools is too technical for most novices, it
should be made easier for beginners to learn about the different details shown
there. For example, an interactive tutorial that starts automatically the first
time the DevTools are opened could guide the users through the basics and
provide them with links to further explanations. Moreover, the settings need a
complete overhaul to make the different settings easier to find.

While the addition of explanations of all different technical concepts, an
interactive tutorial and the revision of the settings are beyond the scope of this
work, some changes will be made to the implementation described in this thesis.
First, the link entitled "Advanced" will be renamed to "More information"
when no option to proceed is shown on the error page. Then, "Certificate
Transparency" in the new setting’s label will be linked to the same explanatory
page that is linked to from the error page. Finally, "Embedded" will be clarified
with "Embedded in certificate", and "Sign algorithm" will be corrected with
"Signature algorithm" in the Security Panel of the DevTools.
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Chapter 7

Discussion

In this chapter, the previous chapters are summarised and discussed. A common
limitation of the studies conducted is highlighted, and future work is suggested.

7.1 Summary

At the beginning of this thesis, some background knowledge was acquired. In
fact, the SSL / TLS protocol and the public key certification were explained. It
was also mentioned that the PKI currently offers the major flaw that every CA
can issue a certificate for whatever domain name to whoever it decides, even if a
valid certificate is already available. The CT framework aims to solve this issue
by logging all certificates publicly so that everybody can detect false certificates
in nearly real-time, which overcomes some shortcomings of similar techniques.
Unfortunately, CT is up to now only (partially) included in the major browser
Google Chrome, which is based on the open-source project Chromium.

Nevertheless, the CT framework still has some issues. First, other major
browser manufacturers have not announced any schedule of integrating CT yet.
Secondly, CAs are slow in starting with the submission of their certificates to
the CT log servers. Last, it is still an experimental IETF standard, which leaves
room for improvement. For instance, no revocation mechanism is specified, but
Ryan proposed a very promising technique in his work: "We have extended
certificate transparency to handle revocation efficiently, resulting in a system
we call certificate issuance and revocation transparency." [55] Additionally, the
work on a final IETF standard is in progress [43].

The first iteration of the design process was a mere theoretic act, which
consisted in analysing similar features and offering first vague ideas for the
further integration of CT. In fact, passive and active indicators were described,
discussed and exemplified by the ones found in Google Chrome and Chromium.
Although most people do not look at passive indicators [16, 56, 68, 70], they
are still used alongside active ones, which force the user to take a decision
by interrupting their primary task. Furthermore, the work of Felt et al., which
consisted in creating and evaluating a new SSL warning that had been integrated
into Google Chrome and Chromium, is presented [23].

The first ideas were expressed in the form of functional requirements, us-
ability and user experience goals. Being still strongly influenced by existing
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security indicators, the new features described in the functional requirements
included the creation of a dialogue showing SCT details and the display of a
new active indicator as well as the adaption of the existing passive indicators
to the occurrence of a CT issue. Conversely, the usability and user experience
goals were made up from scratch. The usability goals stipulated that the fea-
tures developed in this thesis should be effective, efficient, safe, useful and easy
to learn and to remember. The features should also fulfil the desirable user
experience goals of being helpful and satisfying and should not be frustrating or
patronising. Focusing on the users’ experience, both types of goals were a great
support for the further development as they could be revised at any time.

People’s ideas about the presentation of CT information were caught and
discussed in three exploration focus groups. Their goal was to make the CT in-
formation usable, accessible and understandable for every user and to refine the
functional requirements, usability and user experience goals. All three groups
met twice, which represents two other iterations in the design process. As a res-
ult, the new features had to be integrated into Chromium running on stationary
computers and notebooks. Additionally, most participants did not expect any-
thing else from happening apart from displaying the website when all CT checks
have succeeded.

Other enhancements would be more visible. In the case that one of the
CT checks has failed, an error page should be shown instead, and only experts
should be able to continue to the possibly false website. Moreover, the dialogue
with the SCT details was removed from the requirements due to bigger changes
going on in Chromium. Instead, these details were planned to be added to the
new Security Panel in the DevTools, which was especially designed to present
security related information.

Two ideas did not make it into the final set of requirements but are worth
mentioning. The first one is the addition of a feature that notifies the user as
soon as the blocked website is available through an encrypted connection again.
The second idea is the addition of a reminder that appears when you bypass a
certificate or CT issue warning page. For example, an orange bar with a short
reminding sentence, such as "You know that you are on a possibly faked website,
right?", could be shown above the website, and an orange border around the
website’s content could be added. Such a feature would remind people of being
on a possibly false website more visibly than the existing passive indicators.

The features documented in the final set of requirements were implemented
in Chromium. Despite its huge code base of about nine gigabytes, Chromium’s
supportive open-source community and documentation facilitated the develop-
ment. Its code structure was presented to gain an overview of the parts affected
by the new features. Then, the implementation of each feature was documented
by explaining the changes made and appending screenshots of the user interface,
the realisation of which was simplified by prototypes included in the document-
ation of the requirements. The addition of the CT details to the Security Panel
of the DevTools will be included into the Chromium project in the near future.

After their implementation, the new features were evaluated using a walk-
through and an online questionnaire, which represent two more iterations in the
design process. A walk-through was run for each of the four participants indi-
vidually by demonstrating the features to them and collecting their reactions.
Despite being frustrated of not being able to continue to the possibly false web-
site per default, they reacted positively to the new error page. Additionally, the



7.2. GENERAL LIMITATION 95

target group of the DevTools is reached as experts found them most compelling,
whereas novices could not make much use of it. Another important discovery
was that the new setting is difficult to find.

Wanting to gather even more feedback on the new features in a quick and
cheap way, an online questionnaire was created and closed with 36 participants.
Before the survey was advertised, some problems of guidance and understanding
were revealed by four participants in a pilot study and resolved. The main study
generated some interesting findings, including significant differences between
novices and experts. One of the questionnaire’s main findings was that the
current CT integration in Google Chrome and Chromium fails to inform the user,
and even their new pop-up creates confusion. In the course of conducting this
survey, their pop-up showing CT information in one sentence has been replaced
by the new one without CT details, which was included in this evaluation.
Nevertheless, experts find the existing and new information in the DevTools
helpful.

The error page developed in this thesis manages to inform the users of the
connection’s insecurity. A red icon showing a monster and a short text para-
graph are followed by the options of showing more information, reloading the
website and going back to safety. As the primary paragraph holds a short sum-
mary of the issue and the suggestion of retrying to visit the website later again,
the warning of Akhawe et al. should not be of great concern: "Users rarely
click on the explanatory links such as ’More Information’ or ’Learn More’. De-
signers who utilize such links should ensure that they do not hide a detail
that is important to the decision-making process." [2] Additionally, the primary
paragraph follows the advice of Bauer et al. that the warning message must
be brief [7]. Most participants even indicated reloading the website as action
they would perform next. However, they also wanted to have more easy-to-
access, short explanations of the different technical terms and concepts found
everywhere. Moreover, the realisation of a few smaller changes rounds off the
implementation of this thesis.

7.2 General limitation

Besides not representing the whole user base of Google Chrome and Chromium
completely, the studies conducted in this work may possess a sampling bias due
to the self-selection of the participants. In fact, participants were not randomly
recruited, but they volunteered. Some people might even have refused to take
part because of the questionnaires’ topic, which was briefly described in their
introduction using the words "browser security". Similarly, Sotirakopoulos et al.
concluded: "The reluctance of security concerned people to take part in the our
study that we observed during participant recruitment raises concerns about the
ability of such studies to accurately and reliably draw conclusions about secur-
ity practices and user behavior of the general population." [57] However, both
studies can not confirm the bias of having to less participants concerned about
security because a lot of computer science students and even some software
engineers took part.
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7.3 Future work
Apart from their contribution to the development of the new features, the stud-
ies’ participants made some other interesting suggestions for improvement for
Google Chrome and Chromium. In particular, explanations of all different tech-
nical terms and concepts should be easy to reach and to understand from every
user interface element. An interactive tutorial could also help novices finding
their way around the DevTools. Additionally, a reorganisation of the settings
could make it easier for users to find the setting they are looking for. Concern-
ing certificate and CT issue warning pages, an option of notifying the user when
the blocked website is available again could be added. Moreover, a reminder as
described above could be shown when users proceed through the warning pages.

In general, the appearance of warnings needs to be rethought because "over
time web users may have become accustomed to it and learned the necessary
steps they need to take in order to go past the warning" [58] and consequently
do not look at them anymore, which was called "warning fatigue" by Akhawe et
al. [2]. Brustoloni et al. suggested a solution for this problem: "Polymorphic dia-
logs continuously change the form of required user inputs, preventing automatic
answers." [12] Alternatively, warnings could be made more adaptive according
to Belk et al.: "Adaptive usable security implies the ability of an interactive
system to support its end users, who are engaged in security and/or privacy
related tasks, based on user models which describe in a holistic way what con-
stitutes the user’s physical, cognitive and social context in which computation
takes place." [8] The standardisation of security indicators could even provide
a better experience across all browsers and is supported by Biddle et al., Kelley
et al. and Whalen et al. [9, 39, 68].



Chapter 8

Conclusion

This thesis contributes to the further adoption of CT by improving its integ-
ration in the open-source browser Chromium, which represents the basis of the
major browser Google Chrome. In fact, CT details can now be quickly accessed
by experts in the Security Panel of the DevTools, and an error page for the
case that one of the CT checks fails is suggested. During the development, a
user-centred iterative design process was used. At the beginning, a final set of
requirements was formed by the findings of the analysis of similar existing fea-
tures and the focus groups exploring users’ ideas. In particular, nothing more
than the website should be shown when all CT checks have succeeded, but when
one of them has failed, an error page should be displayed instead of the possibly
false website, to which only experts should be able to continue. After the im-
plementation, the old and the new features were evaluated by a walk-through
and an online questionnaire. Unfortunately, the current CT integration fails to
inform the user, and even the new pop-up creates confusion. Conversely, the
error page developed in this work was positively received, especially because it
brings the connection’s insecurity over. The additional information found in the
DevTools were particularly appreciated by expert users. However, more easy to
access and to understand explanations of technical terms and concepts should
be added everywhere. Some ideas for improvements, which go beyond the scope
of this thesis, suggest future work. For instance, users could be notified as soon
as a blocked website is available through an encrypted connection again, and the
users continuing through a warning page could be reminded of the risks by a bar
with a few words of warnings above and a coloured border around the website’s
content. Additionally, the settings could be reorganised to make options easier
to find. Last, all the warning and error pages could be overhauled not only
by implementing and testing polymorphism and adaptivity in field studies, but
also by standardising the state of the art of security indicators to improve the
experience across all browsers.
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Appendix A

Focus groups

A.1 Pre-questionnaire

I am happy that you are interested in participating in my focus group discussing
browser security. The focus group will meet at least twice and at most four
times during the following weeks. A meeting will last approximately one hour.
During the last meeting, you will receive a 10e voucher for each session you
have participated in.

Please answer the following questions to provide me with some background in-
formation about you. It will take you approximately 2 minutes. The information
you provide may be published in my master thesis using pseudonyms. Please
be as honest as possible. After having filled out this form, you will be contacted
to make an appointment for our first meeting.

Thank you,
Daniel Waxweiler
s9dawaxw@stud.uni-saarland.de

[Q1] What is your name?
Your name will only be used to contact you to schedule meetings.
[text field]

[Q2] What is your e-mail address?
Your e-mail address will only be used to contact you to schedule meetings.
[text field]

[Q3] How old are you?
# Younger than 18
# Between 18 and 24
# Between 25 and 34
# Between 35 and 44
# Between 45 and 54
# Between 55 and 64
# Between 65 and 74
# Older than 74
# I prefer not to say.
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[Q4] What is your gender? [randomised order excluding last option]
# Female
# Male
# Third gender
# I prefer not to say.

[Q5] Which languages do you feel safe discussing in? [randomised order]
Please tick all that apply.
2 German
2 English
2 French

[Q6] If you study, what is your subject? [optional]
[text field]

[Q7] If you work, what is your occupation? [optional]
[text field]

[Q8] Which browser do you use most? [randomised order excluding last option]
# Mozilla Firefox
# Google Chrome
# Apple Safari
# Opera
# Microsoft Internet Explorer / Edge
# Other: [text field]

[Q9] Which browser do you use second most? [randomised order excluding
both last options]
# Mozilla Firefox
# Google Chrome
# Apple Safari
# Opera
# Microsoft Internet Explorer / Edge
# Other: [text field]
# No one

[Q10] How many hours do you spend browsing the Internet on average per day?
Please take every device that is connected to the Internet into account.
# Less than 1 hour
# Between 1 and 2 hours
# Between 3 and 4 hours
# Between 5 and 6 hours
# Between 7 and 8 hours
# Between 9 and 10 hours
# More than 10 hours

[Q11] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]
- I have a solid level of Internet experience.
- I know what a green lock icon in the location bar (left to the address of
the website) in my browser stands for.
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- I know what a digital certificate is.
- I know how digital certificates are used to secure the connection to a
website I visit with my browser.
- I know what a certificate authority (CA) is.
- I know how to install a digital certificate on a web server.

[Q12] Here is space for the comments you may have on this questionnaire: [op-
tional]
[text area]

Thank you for filling out this questionnaire! I will contact you in the following
days to make an appointment for our first focus group meeting.
Best regards,
Daniel Waxweiler
s9dawaxw@stud.uni-saarland.de
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A.2 First meetings

A.2.1 Agenda

Time span: ≈ 60min

Opening section [≈ 5min]

1. Distribute name tags and refreshments upon arrival. Check the list of
participants when handing over the name tags.

2. Welcome everybody. "The purpose of this meeting is to discuss one aspect
of browser security that I will explain in a few moments. We will focus on
the notebook and desktop computer platform."

3. "This session will be recorded and the data may be published using pseud-
onyms. Please fill out the following consent form." (see appendix A.2.2)
Distribute, collect and check each for date and signature. People not
signing must leave.

4. Start recording.

5. "I hope that everybody is fine with addressing ourselves by our first
names." Ask everybody to introduce themselves with their name.

6. "Feel free to ask anything that is unclear and tell us all your thoughts
when answering questions."

Main section [≈ 50min]

1. Explain the following terms by drawing:

• "Have a look at this diagram. (see figure A.1 on page 112) At the
left, you see that Google Chrome is used as a web browser to visit the
online banking website of Sparkasse on the right. You could also use
Mozilla Firefox instead of Google Chrome or visit another website
like Facebook. Your communication flows through some parties you
do not know. One party you know about is your Internet provider,
such as Telekom and Kabel Deutschland. Now, let’s suppose you
want to transfer 100e to Bob through online banking. Your web
browser sends the message ’Transfer 100e to Bob’ to Telekom, which
forwards it to Sparkasse. Since this message is sent in plain text,
anybody in between can read and even modify it. Telekom could
change the recipient of this money transfer to Eva. The response
could also be changed so that you do not see the fraud. Between you
and Telekom and between Telekom and the website you are visiting,
there are other parties that forward your communication. They may
also modify your messages."

• "The solution to this problem is encryption. Let’s take the same
setting again. (see figure A.2 on page 112) However, the first message
is encrypted by your browser and decrypted by the online banking
website of Sparkasse. Nobody in between can read or modify it."
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• "However, we can not be sure with whom we are talking. For ex-
ample, these two images both look like the website of Facebook. (see
figures A.4 on page 113 and A.5 on page 113) Both versions use en-
cryption. What are the differences? ... Yes, there are three typos in
one compared to the other. It is hard to detect the false one."

• "This is one example, in which we rely on an organisation that signs
the original website. Before signing, it verifies the identity of the
website. A similar approach is used when you get a new identity
card. (see figure A.3 on page 112) (added after first run) It is signed
and given to you by a public official of the town council after they
have seen your old one. Therefore, we see this green lock icon in the
location bar of the web browser (removed after first run)."

• "However, this system has some problems as we can see in both
previous images. The public official could sign you a false identity
card by mistake or by being forced to do so by a blackmailer. Their
signature may be forged too (removed after first run). One of these
possibilities seems to have been used in that image, but it would be
impossible to detect if no typos had been made."

• "There is a solution to these problems. Back to identity cards: Every
public official would write the data of every identity card with their
signature using a permanent marker on a big black board. This
black board would be public so that everybody could check whether
the identity card has been signed and if the same identity card has
been created more than once. Additionally, everybody could detect
later modifications since the permanent marker can not be erased."

• "Now, this was a simple explanation of what happens. The processes
I have described are based on mathematical principles and are secure.
This means that if you detect a problem on the black board, there is
something wrong, and you should not trust the person or the website
(added after first run)."

• "Do you have any questions?" Answer all unclear questions.

2. Discuss the following questions, but be spontaneous and open for unanti-
cipated directions and questions:

• Should happen something if everything is okay? If yes, what? In our
identity cards example, an identity card is accepted when it has been
signed, published once on the black board and not altered. Which
information should be shown? If no, why not?

• Should happen something if something went wrong? (opposite ex-
planation and same questions as before)

3. Possible icebreaker questions:

• "Which encrypted websites do you use?"

• "What do you want to be encrypted?"

4. "Do you have any further thoughts you want to share?"
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Closing section [≈ 5min]

1. "Now, we are at the end of our today’s session. I hope that you have had
some fun and that it was not too exhausting for you. Thank you for your
participation!"

2. Stop recording.

3. "The next meeting will take place in one or two weeks and will be arranged
via e-mail and Doodle again."

4. "See you next time! Bye!"
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A.2.2 Consent form
This is a research project that is being conducted by Daniel Waxweiler at the
Center for IT-Security, Privacy, and Accountability (CISPA) and Saarland Uni-
versity.

Duties

You participate actively in the focus group meetings that will discuss the usab-
ility of one browser security feature.

Duration

There will be at least two and at most four meetings. Every meeting of the
focus group takes at most around 1 hour.

Compensation

After the last meeting, you will receive an Amazon voucher with a value of 10e
multiplied by the number of sessions you have participated in via e-mail.

Rights

You have the right to withdraw from the study at any time. In the case of
withdrawal, you cede all claims of compensation.

Data management

The meetings will be recorded. The collected data will be treated confidentially,
only shared with research team members and not be given to third parties. Your
identity will not be disclosed, but the data collected about you may be published
using pseudonyms. If you are quoted, all personally identifying characteristics
will be removed.

Date Signature
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A.2.3 Images used by the moderator

Figure A.1: Image drawn during the focus groups’ first meeting to explain that
unencrypted messages can be read and modified: The logo of Google Chrome on
the left represents the web browser, the logo of Telekom represents the Internet
provider that forwards the communication, and the logo on the right represents
the online banking website of Sparkasse. All three are used the most in their
domain.

Figure A.2: Image drawn during the focus groups’ first meeting to explain that
encrypted messages cannot be read or modified.

Figure A.3: Image drawn during the focus groups’ first meeting to explain the
CT framework by the analogy of the identity cards’ system.
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Figure A.4: Image of the original Facebook shown during the focus groups’ first
meeting to show that it can be hard to see the differences between an original
and a false website. The browser’s chrome has been removed after the first focus
group’s meeting.

Figure A.5: Image of a fake Facebook shown during the focus groups’ first
meeting to show that it can be hard to see the differences between an original
and a false website. The browser’s chrome has been removed after the first focus
group’s meeting.
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A.2.4 Notes
Expert group

4 participants
16:08: intro:

• recording, publishing using pseudonyms

• all 4 signed acceptance form, offered a copy, none wanted it

16:10:

• starting recording

• short intro of participants: 1x computer science student, 2x bio-informatics
bachelor students, 1x cyber secruity student

• example (MITMA): browser → ISP → Sparkasse
message 100e to Bob in plain text
Telekom changes target to Eva
Sparkasse answer ok

16:16:

• explains encryption in the above example, but don’t know who we are
talking to

• shows 2 pictures of facebook: find the differences: facebook -> facebook
on page, domain correct

• explains CA with identity card, town council, official could issue fake ID
card

• says this was simplified example and works mathematically

16:24: intro is over:

• what should happen?

• one participant asks to redo question

• "should the user be shown something or should nothing happen"

• Daniel: "should be shown that everything checked out"

• b: "if not all pages are signed, a sign like the lock should be shown"

• c: "small indicator"

• d: take a look the address bar, is it green or totally green: sometimes click
at it, and check the certificate

• a: isn’t there something that google warns me about malicious websites,
so you don’t have to check everytime, that you didn’t make any spelling
mistakes

• b: if there is no certificate, I don’t trust them. No problem, if there are 2
certificates for 1 domain.
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• c: there should be an institution, that checks, that there is only 1 certific-
ate

• "You mean a global black board?"

• b: You could make the bar red.

• a: We would need to track all certificates on the world.

• c: we would need something

• Daniel: how to tell the user?

• c: user is used to green in bar, could go red

• d: browsers have cert warning

• Daniel: other options?

• b: don’t let them continue

• c: user could go angry and use another browser

• a: erase from blackboard not possible?

• b: if something wrong: show warning

16:40:

• d: best way to show warning? → not the best idea, users will find a way
around it. We cannot force them, just warn them

• c: redirect user to original webpage

• a: how would that work?

• c: trust first one that was published

• Daniel: "Which kind of information should be shown?"

• a: nothing too technical, just say: Hey, something seems wrong

16:44:

• short summary by Daniel

• b: options are redirect or "I don’t care"
if he continues, it’s game over

• d: forwarding without info would be wrong, I want to take a look at it, I
don’t want the browser to decide for me.

• b: if there is a MITMA detected, the browser should inform me

• a: browser for normal people shouldn’t cater for developers

• b: To Daniel: "Do you have ideas?"

• Daniel: "Warning or don’t continue"
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• d: example of sim charging of a company of expired cert

• a: some countries have MITMA, enforcing cert without option to skip
would exclude those users from the Internet

16:54: end, thanks participants for their participation
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Inexpert group

16:06: start:

• 4 participants

• recording and pseudonyms, hands out forms - all signed

16:08:

• intro, explanation

• some initial questions by participants: isn’t the connection encrypted?
green lock?

16:29: participants have trouble understanding the concept of certificates and
the "black board"
16:34: intro over
16:35:

• Daniel: "What could happen?"

• everything ok → nothing should happen (pretty much a consensus)

16:38: they ware discussing CT and how it works
16:40:

• Daniel: What should happen if something is wrong?

• discussion: warning messages or it shouldn’t open. Suggestions: Browser
should always open the correct website → should never open an incorrect
website

• Ideas:

– forward to correct website

– do nothing

– warning → one participants says: always continue on warnings, maybe
not on banking site → happens so often, doesn’t mean anything

– one asks: are there even more possibilities than those 3?

– one says: if not on blackboard, don’t open. If browser is sure, that
it’s fake, make it harder to open.

16:56:

• "I want the browser to decide for me."

• back to encryption and banking

17:01:

• What stops the browser from displaying wrong data?

• Daniel: "What would you show experts?"

• Participants: The data for CT should be transparent to verify.



118 APPENDIX A. FOCUS GROUPS

• a: "There are copies of this website."

• b: "It could help page owner to find issues."

• c: "make page secure by designing it more complex, but I’m no expert."

17:09:

• d: "How can I make sure that I access the correct list?"

• c: "What happens if page is lost?"

17:12: time is over
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Mixed-expertise group

3 participants
Start: 15:09: forms signed
Intro: 15:13 - 15:28: no questions by participants

• A doesn’t expect anything to happen in positive case

• B and C agree

15:31: Bad case:

• C: - a hint that there are 2 entries
- forward to developer

• A: Browser should protect me

• C: Automatically detect problem and fix it for me (max 5 seconds), don’t
care about technical stuff

• B: Rating depending on website, e.g. banking vs wiki

15:40:

• C: don’t do anything important online
If warnings appear, I’ll probably notice it, see that there might be further
explanations and not read it.

• social responsablity, a program cannot solve it

• options: "Inform me when it’s safe again."
"More details"
→ should be able to configure size of info

• other possibility: "reload until it’s safe again", there would be more tol-
erance to wait instead of reading something

• B: If there’s a button, it will be clicked.

• C: work with symbols instead of texts, address the user personally

• A: prefer to do a responsible choice on my own, don’t want it solved
automatically

15:52:

• Daniel: What if your partents / grandparents have to do it?

• A: Browser would need to know if someone is knowlegdeable

• A + B: want a choice to continue

• C: Microsoft Office’s paper clip helper named Clippy - there might still be
a problem

16:05: end
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A.3 Second meetings

A.3.1 Agenda

Time span: ≈ 60min

Opening section [≈ 5min]

1. Distribute name tags and refreshments upon arrival. Check the list of
participants when handing over the name tags.

2. Welcome everybody. "The purpose of this meeting is to continue discuss-
ing the aspect of browser security we started with last time. Remember
that we focus on the notebook and desktop computer platform."

3. "This session will also be recorded".

4. Start recording.

5. "Feel free to ask anything that is unclear and tell us all your thoughts
when answering questions."

Main section [≈ 50min]

1. Summarise the discussed solutions and explain why they do not work or
work. "Let’s suppose you want to go to facebook.com, but the browser
recognises an attack. During our last meeting, we collected ideas of what
should happen now. Some suggested forwarding the user automatically
to the original website because that is the user’s goal, but, unfortunately,
this is not possible because the user is under attack. The browser cannot
connect to the original website. Others proposed that the browser should
stop and show some explanation. Some added that experts should be given
an option to proceed to the false website for doing tests for example."
[≈ 5min]

2. Brainstorming: Distribute paper and pens. "Please draw the kind of
message you want to see when the checks fail. If you use text, please write
readable words." [≈ 5min]

3. Present the design guidelines of Felt et al. [23]: [≈ 5min]

• Simple, non-technical language

• Six grade / low reading level

• As brief as possible

• Description of the risks

• Addition of an illustration

• Use colours associated with signal words (danger, warning): red,
orange, yellow

• Highlight the safe option if there is any

• Hide the unsafe option if there is any



A.3. SECOND MEETINGS 121

4. "Would you change or add something after you have heard of these guide-
lines? Please mark your changes with another colour on your paper and
annotate the reason, or draw another one on the same or on a new sheet
of paper." [≈ 5min]

5. "Please present your ideas one after another to the others." Categories
across participants may emerge. [≈ 5min]

6. Possible icebreaker questions:

• "Why do you use Google Chrome?"

• "Which information you provide to websites would you like to be
protected from strangers?"

7. Discuss the following questions, but be spontaneous and open for unanti-
cipated directions and questions:

• "Can you say more about why you choose this warning text?"

• "How would you give experts the option to proceed?"

• "How would you react when a warning message is shown that gives
you the option of proceeding?"

• "Which information would you like to see when deciding on proceed-
ing?"

• "What do you think of the standard certificate warning?" Show the
image that can be seen in figure A.6.

• "How and where would you present detailed information to experts?"

• "How fitting do you find the standard certificate warning text for
failed Certificate Transparency checks?" Show the image.

• "How could the user be reminded of the possible attack when they
proceed through the warning?"

Closing section [≈ 5min]

1. "Now, we are at the end of our today’s session. I hope that you have had
some fun and that it was not too exhausting for you. Thank you for your
participation!"

2. Stop recording.

3. "There might be a next meeting in one or two weeks. If it takes place,
you will be contacted via e-mail."

4. "Stay tuned! Bye!"
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Figure A.6: Certificate warning due to the mismatch between the certificate’s
and the website’s domain name with the hidden advanced section

A.3.2 Notes

Expert group

Start: 13:08
13:11:

• Start drawing what could be shown to users

• One participant asks to use real words instead of calling it a blackboard

• Discussion on how certificates work

• One participant read about certificate pinning since last meeting

13:23: CT still seems to be unclear, one participant starts googling it
13:26: All are drawing
13:38:

• Presents design guidelines

• One participant wants to start changing something in their drawing, but
Daniel asks to wait a bit with it.

13:49:

• Asks to present drawings and tell what has changed

• a: warning, green button "back to safety", resume anyway hidden together
with "don’t show for this site again"

• b: - lots of text, 3 buttons, all same size, no colors, "send report"
- changed: someone is trying to steal your data; green buttons, leave site,
report site; red button: "I understand the risk, continue."

• c: setting like on Android: click 5 times for expert
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• d: 2 steps warning "Are you really sure?"

• Daniel: How would you behave if there was an option to directly contine?

• depends on the website

• use a VPN, ask someone else, go to admin (university websites)

• there should be another warning if you submit a form

• if it always happens, I would switch the browser

• maybe red bars around, if you continued anyway

14:05: over
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Mixed-expertise group

14:37:

• Start

• Short recap of last session

14:40: Daniel asks to draw what they want to see in case of an error. If they
write text, it should be readable.
14:46: Introduces guidelines
14:55:

• Everyone starts introducing their solutions

• A: warning message: button with more details and a picture

• B: basically: a message that says that an attack is ongoing and possibly
logos

• C: warning with continue / abort

15:02:

• Daniel: If continued, do you want a reminder on the page?

• A: Maybe if I enter some forms, show a bubble.

• B: If a squar-shapped field pops up, I would think it’s an ad and ignore it
/ close it immediately.

• C: You know you are on a faked website?

• A: Microsoft Office’s paper clip helper Clippy

• B: You can move me, but you won’t get rid of me

15:09:

• Daniel shows a current warning of an expired certificate

• All think the current warning doesn’t show the danger enough, but they
would push the "Back to safety" button.

15:18:

• Daniel asks which data shouldn’t be leaked?

• C: bank account, e-mails - pictures not so important since Facebook has
it anyway - movement profiles - would like those removed, but thinks it is
not possible

• B: In an ideal world: none

• C: feels manipulated through ads

15:27: end



A.3. SECOND MEETINGS 125

Inexpert group

4 participants
16:05:

• Start

• Recap

16:08: Start drawing, if text, then readable
16:14:

• All finished drawing, introduces guidelines

• 2 participants say red is overused, maybe switch to orange

• 2 also make small changes

16:22:

• Introduces solutions

• A: error message with a picture of a monster in orange

• B: error message: This page cannot be opened. Help button at bottom
which gives further information

• C: error message with picture: 3 options: abort, load with restrictions (no
pictures, don’t load insecure stuff), continue

• D: warning message with risk indicator, also has option to continue

• Daniel asks: What would you do if you saw the warning message that you
have drawn?

• B: thinks it is hard to decide

• C: If I wait for an important e-mail, then I have a problem.

• A: If I get a warning with medium risk, I would abort. There’s just black
and white for me.

• Daniel: What if I continued, do you want a reminder?

• A: If I decided once, it would be annoying to get the same message over
and over.

• Daniel: Asks again if they want a reminder, e.g. for login.

• C: Maybe a constant yellow / orange filter

• B: The higher the risk, the less should be shown, e.g. 100% risk → page
black

16:41:

• Daniel: Where would you show additional information for experts?

• C: starts to dislike their first designed layout
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• B: maybe show consequences: "Your password is known to ..."

• D: simple short sentence with consequences

16:45:

• Daniel shows current warning with wrong host name

• "Connection is not private" doesn’t seem to be good message.

• A: The image is too small.

• D: If there is more red, it could be confused with ads.

• C: "This message is not suited for six graders."

• A: I like the short example sentences.

• D + B: Warning to weak: "There might be possibly a problem, but we
are not sure."

• All complain about the word "private".

• D + A: Warnings needs to look more dangerous.

• C: Standardised icons like on chemical trucks

16:58: end
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A.3.3 Participants’ drawings
Expert group

Figure A.7: Drawing of one participant
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Figure A.8: Drawing of one participant
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Figure A.9: Drawing of one participant

Figure A.10: Drawing of one participant
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Mixed-expertise group

Figure A.11: Drawing of one participant

Figure A.12: Drawing of one participant
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Figure A.13: Drawing of one participant
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Inexpert group

Figure A.14: Drawing of one participant

Figure A.15: Drawings of one participant
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Figure A.16: Drawing of one participant

Figure A.17: Drawing of one participant
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Appendix B

Evaluation

B.1 Consent form of walk-through & pilot-study
This is a research project that is being conducted by Daniel Waxweiler at the
Center for IT-Security, Privacy, and Accountability (CISPA) and Saarland Uni-
versity.

Duties

You participate actively in the presentation of a few new browser security fea-
tures and in the pilot-study of the online questionnaire by asking questions and
making comments.

Duration

There is one meeting that takes around 30 minutes.

Compensation

You are free to participate in the raffle of the online questionnaire.

Rights

You have the right to withdraw from the study at any time. In the case of
withdrawal, you cede all claims of compensation.

Data management

The meetings will be recorded. The collected data will be treated confidentially,
only shared with research team members and not be given to third parties. Your
identity will not be disclosed, but the data collected about you may be published
using pseudonyms. If you are quoted, all personally identifying characteristics
will be removed.

Date Name and signature

135



136 APPENDIX B. EVALUATION

B.2 Questionnaire

Introduction

I am happy that you are interested in participating in my questionnaire discuss-
ing one aspect of browser security. Two 25e Amazon vouchers will be raffled
among all interested participants. To take part in the raffle, you will have to
leave your e-mail address at the end of this questionnaire.

For filling out the questionnaire, please use a desktop computer, notebook or
tablet with a larger screen to ensure that all images are shown correctly. It
will take you approximately 20 minutes. Please answer the following questions
as honestly as possible. The information you provide may be published in my
master thesis using pseudonyms.

Thank you,
Daniel Waxweiler
s9dawaxw@stud.uni-saarland.de

Non-expert tasks [randomised order]

Part 1 of 3
Imagine yourself sitting in front of your computer and surfing the Internet using
a browser. You want to visit Wikipedia to look up the life expectancy of cats.
You type wikipedia.org into the address bar of your browser and hit the [Enter]
key.

What happens next varies. In the following, you will be faced with 4 different
possibilities described by text and images of the browser. For each possibility,
I would like you to answer a few questions.

Task A [old, valid]

The website appears.
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If you click on the green lock icon in the address bar and then on "Connection"
in the pop-up that appears, it looks as follows.

When answering the following questions, and not being instructed to focus on
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one element, please take all images on this page into account.

[A-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• The connection to Wikipedia is secure.

• There is enough information to check if the connection to Wiki-
pedia is secure or not.

• The information in the pop-up is helpful.

• The information in the pop-up made it easy to check if the con-
nection to Wikipedia is secure or not.

[A-Q2] How do you see that the connection to Wikipedia is secure or not?
[optional]
[text area]

[A-Q3] What could be improved to better let you know about the security of
the connection to Wikipedia? [optional]
Is there additional information you would find helpful? If yes, which?
[optional]
[text area]

[A-Q4] Is there unneeded or misleading information? If yes, which? [optional]
[text area]

Task B [old, invalid]

The website appears.
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If you click on the green lock icon in the address bar and then on "Connection"
in the pop-up that appears, it looks as follows.

When answering the following questions, and not being instructed to focus on
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one element, please take all images on this page into account.

[B-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• The connection to Wikipedia is secure.

• There is enough information to check if the connection to Wiki-
pedia is secure or not.

• The information in the pop-up is helpful.

• The information in the pop-up made it easy to check if the con-
nection to Wikipedia is secure or not.

[B-Q2] How do you see that the connection to Wikipedia is secure or not?
[optional]
[text area]

[B-Q3] What could be improved to better let you know about the security of
the connection to Wikipedia? [optional]
Is there additional information you would find helpful? If yes, which?
[optional]
[text area]

[B-Q4] Is there unneeded or misleading information? If yes, which? [optional]
[text area]

Task C [new, valid]

The website appears.
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If you click on the green lock icon in the address bar, it looks as follows.
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When answering the following questions, and not being instructed to focus on
one element, please take all images on this page into account.

[C-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• The connection to Wikipedia is secure.

• There is enough information to check if the connection to Wiki-
pedia is secure or not.

• The information in the pop-up is helpful.

• The information in the pop-up made it easy to check if the con-
nection to Wikipedia is secure or not.

[C-Q2] How do you see that the connection to Wikipedia is secure or not?
[optional]
[text area]

[C-Q3] What could be improved to better let you know about the security of
the connection to Wikipedia? [optional]
Is there additional information you would find helpful? If yes, which?
[optional]
[text area]

[C-Q4] Is there unneeded or misleading information? If yes, which? [optional]
[text area]

Task D [new, invalid]

The following page appears.

If you click on the "Advanced" link, the page looks as follows.
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When answering the following questions, and not being instructed to focus on
one element, please take all images on this page into account.

[D-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• The connection to Wikipedia is secure.
• There is enough information to check if the connection to Wiki-
pedia is secure or not.

• I am frustrated that I cannot visit Wikipedia.
• The information on the error page is helpful.
• The information on the error page made it easy to understand the

problem.

[D-Q2] How do you see that the connection to Wikipedia is secure or not?
[optional]
[text area]

[D-Q3] What could be improved to better let you know about the security of
the connection to Wikipedia? [optional]
Is there additional information you would find helpful? If yes, which?
[optional]
[text area]

[D-Q4] Is there unneeded or misleading information? If yes, which? [optional]
[text area]



144 APPENDIX B. EVALUATION

[D-Q5] What could be improved to make it easier to understand? [optional]
[text area]

[D-Q6] What would you do next first?
# Click on the "Reload" button on the page.
# Click on the "Back to safety" button on the page.
# Click on the "uses Certificate Transparency" link on the page.
# Click on the "Go back" button (arrow) next to the address bar.
# Click on the "Reload" button next to the address bar.
# Close tab.
# Close browser window.
# Other: [text field]

Expert tasks [randomised order]

Part 2 of 3
Imagine yourself being a computer specialist, sitting in front of your computer
and surfing the Internet using a browser. You have heard of a new error page
that has been recently added to your browser. Since you want to analyse the
blocked false website, you have to bypass the warning. To enable the option to
proceed through the warning, you open the browser’s settings.
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Since the option you look for is not shown yet, you click on the "Show advanced
settings" link at the bottom of the page. Under the heading "HTTP/SSL", you
find and tick the option "Show option to proceed through Certificate Transpar-
ency error pages".
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Then, you simply close the tab.

[X-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• It is easy to find the setting.

• It is easy to understand what the setting does.

• It is easy to change the setting.

[X-Q2] What could be improved? [optional]
[text area]

Now, you want to visit Wikipedia to look up the life expectancy of cats. You
type wikipedia.org into the address bar of your browser and hit the [Enter]
key.
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What happens next varies. In the following, you will be faced with 2 different
possibilities described by text and images of the browser. For each possibility,
I would like you to answer a few questions.

Task E [valid]

The website appears.

You can get more details about the security of the connection to every website by
having a look at the Security Panel in the browser’s developer tools (DevTools).
To open the DevTools, you would press the [F12] key, click on the "Security"
tab, reload the website by either clicking the reload button or by pressing the
[F5] key and click on "https://www.wikipedia.org" under "Main origin".
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If you click on "Show full details", you see the full Certificate Transparency
details.
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When answering the following questions, and not being instructed to focus on
one element, please take all images on this page into account.

[E-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• The connection to Wikipedia is secure.
• There is enough information to check if the connection to Wiki-
pedia is secure or not.

• The information in the developer tools (DevTools) is helpful.
• The information in the developer tools (DevTools) made it easy

to understand that there is no problem.
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• The information in the developer tools (DevTools) is well struc-
tured.

[E-Q2] How do you see that the connection to Wikipedia is secure or not?
[optional]
[text area]

[E-Q3] What could be improved to better let you know about the security of
the connection to Wikipedia? [optional]
Is there additional information you would find helpful? If yes, which?
[optional]
[text area]

[E-Q4] Is there unneeded or misleading information? If yes, which? [optional]
[text area]

[E-Q5] What could be improved to make it easier to understand? [optional]
[text area]

Task F [invalid]

The following page appears.

If you click on the "Advanced" link, the page looks as follows.
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You can get more details about the security of the connection to every website
by opening the Security Panel in the browser’s developer tools (DevTools). To
open the DevTools, you would click on the "Security panel in the developer
tools (DevTools)" link.
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When answering the following questions, and not being instructed to focus on
one element, please take all images on this page into account.

[F-Q1] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• The connection to Wikipedia is secure.

• There is enough information to check if the connection to Wiki-
pedia is secure or not.

• The information on the error page is helpful.

• The information on the error page made it easy to understand the
problem.

• The information in the developer tools (DevTools) is helpful.

• The information in the developer tools (DevTools) made it easy
to understand the problem.

• The information in the developer tools (DevTools) is well struc-
tured.

[F-Q2] How do you see that the connection to Wikipedia is secure or not?
[optional]
[text area]

[F-Q3] What could be improved to better let you know about the security of
the connection to Wikipedia? [optional]
Is there additional information you would find helpful? If yes, which?
[optional]
[text area]
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[F-Q4] Is there unneeded or misleading information? If yes, which? [optional]
[text area]

[F-Q5] What could be improved to make it easier to understand? [optional]
[text area]

[F-Q6] What would you do next first?
# Click on the "Reload" button on the page.
# Click on the "Back to safety" button on the page.
# Click on the "uses Certificate Transparency" link on the page.
# Click on the "Proceed to www.wikipedia.org (unsafe)" link on the
page.
# Click on the "Go back" button (arrow) next to the address bar.
# Click on the "Reload" button next to the address bar.
# Close tab.
# Close browser window.
# Other: [text field]

Background information

Part 3 of 3

[Q1] How old are you?
# Younger than 18
# Between 18 and 24
# Between 25 and 34
# Between 35 and 44
# Between 45 and 54
# Between 55 and 64
# Between 65 and 74
# Older than 74
# I prefer not to say.

[Q2] What is your gender? [randomised order excluding last option]
# Female
# Male
# Third gender
# I prefer not to say.

[Q3] If you study, what is your subject? [optional]
[text field]

[Q4] If you work, what is your occupation? [optional]
[text field]

[Q5] Which browser do you use most? [randomised order excluding last option]
# Mozilla Firefox
# Google Chrome
# Apple Safari
# Opera
# Microsoft Internet Explorer / Edge
# Other: [text field]
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[Q6] How many hours do you spend browsing the Internet on average per day?
Please take every device that is connected to the Internet into account.
# Less than 1 hour
# Between 1 and 2 hours
# Between 3 and 4 hours
# Between 5 and 6 hours
# Between 7 and 8 hours
# Between 9 and 10 hours
# More than 10 hours

[Q7] How do you agree with the following statements? [5-point Likert scale:
Strongly disagree, Disagree, Neither agree nor disagree, Agree, Strongly
agree]

• I have a solid level of Internet experience.

• I know what a green lock icon in the location bar (left to the address
of the website) in my browser stands for.

• I know what a digital certificate is.

• I know how digital certificates are used to secure the connection to a
website I visit with my browser.

• I know what a certificate authority (CA) is.

• I know how to install a digital certificate on a web server.

Closing
[Q8] What is your e-mail address? [optional]

Only indicate your e-mail address if you want to participate in the raffle
of Amazon vouchers. It will only be used to contact you in the case of
win.
[text field]

[Q9] Here is space for the comments you may have on this questionnaire: [op-
tional]
[text area]

Thank you for filling out this questionnaire! I will contact the winners of the
vouchers in the following weeks via e-mail.
Best regards,
Daniel Waxweiler
s9dawaxw@stud.uni-saarland.de



B.3. GRAPHS OF RESULTS 155

B.3 Graphs of results

Figure B.1: Comparison of the participants’ rating on the 5-point Likert of
the statement indicated as headline, which is part of questions [C-Q1], [B-Q1],
[C-Q1] and [D-Q1]

Figure B.2: Comparison of the participants’ rating on the 5-point Likert of
the statement indicated as headline, which is part of questions [C-Q1], [B-Q1],
[C-Q1] and [D-Q1]
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Figure B.3: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [C-Q1], [B-Q1], [C-
Q1] and [D-Q1]; This statement had been added to the question of task C only
after the pilot-study, so its participants had not been able to answer.

Figure B.4: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [C-Q1], [B-Q1], [C-
Q1] and [D-Q1]; This statement had been added to the question of task C only
after the pilot-study, so its participants had not been able to answer.
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Figure B.7: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [E-Q1] and [F-Q1]

Figure B.8: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [E-Q1] and [F-Q1]
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Figure B.9: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [E-Q1] and [F-Q1]

Figure B.10: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [E-Q1] and [F-Q1]
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Figure B.11: Comparison of the participants’ rating on the 5-point Likert of the
statement indicated as headline, which is part of questions [E-Q1] and [F-Q1]

Figure B.12: Comparison between the novice and expert participants’ average
rating on the 5-point Likert of the statement indicated as headline, which is
part of question [D-Q1]
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Figure B.13: Comparison between the novice and expert participants’ average
rating on the 5-point Likert of the statement indicated as headline, which is
part of question [E-Q1]

Figure B.14: Comparison between the novice and expert participants’ average
rating on the 5-point Likert of the statement indicated as headline, which is
part of questions [E-Q1] and [F-Q1], and the corresponding tasks
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Figure B.15: Comparison between the novice and expert participants’ average
rating on the 5-point Likert of the statement indicated as headline, which is
part of question [F-Q1]

Figure B.16: Comparison between the novice and expert participants’ average
rating on the 5-point Likert of the statement indicated as headline, which is
part of question [F-Q1]
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