
Making Chromium's 
Certificate Transparency 
integration more accessible 



Goal of the thesis 

• Improve Certificate 
Transparency integration in 
Chromium and Google Chrome 

→ 60% of Internet users1 

• Discussions with and feedback 
from Google developers 

• Code of some suggested 
features successfully integrated 

→ job offer by Google 

2 1: Desktop (PCs and laptops) browser market share in May 2016 according to StatCounter Global Stats 
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SSL / TLS protocol 

• Goal: secure communication 
between 2 entities 

• Enhancing Transmission 
Control Protocol (TCP) on 
the application layer with 

– Confidentiality 

– Integrity 

– Authenticity 

• Use of X.509 certificates 
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Public key certification 

• Certificate of an entity 
– Public key of the entity 
– Globally unique information 

of the entity 
e.g. domain name 

– Signature of a certificate 
authority (CA) 

• Another entity can verify 
certificate. 

• CA has to be trusted by 
both entities! 
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System failure example 

Dutch CA 

• Compromised 

• At least 531 false certificates1 

• Used to conduct MITM attacks 
in Iran2 

• Revoked only months later 
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1: http://blog.gerv.net/2011/09/updated-diginotar-cn-list/ 
2: http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents 
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Public key infrastructure flaws 

Certificates can be issued by CAs 

• Being comprised 

• By mistake 

• Turning evil 

• Being blackmailed 

→ used to conduct MITM attacks 

→ impossible to detect 
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Certificate Transparency 

• Invented by Ben Laurie and Adam Langley 
working at Google 

• Experimental Internet Engineering Task Force 
(IETF) standard 

• Goal: detect false certificates issued by CAs in 
nearly real-time 
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Certificate Transparency 

• Heart of the system 

• Used cryptographic mechanism: Merkle 
hash tree 

 

 

 

• Properties 

– Append-only records of certificates 

– Cryptographically assured 

– Publicly auditable 
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Logs 

Monitors 

Auditors 

root hash 

hash 0 hash 1 

data 0-0  data 0-1  data 1-0  data 1-1  



Certificate Transparency 
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Logs 

Monitors 

Auditors 

• Act as clients to the log servers 

• Regularly copy everything new 

• Constantly verify logs 

• Can act as backup read-only logs 



Certificate Transparency 
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Logs 

Monitors 

Auditors 

• Act as clients to the log and monitor 
servers 

• Verify logs 

• Verify a particular certificate 

• Can be integrated into end client 
applications, e.g. web browser 



Certificate Transparency 
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Certificate Transparency 

• 14 logs operated by Google, Symantec, Izenpe, 
Certly and many more 

• Browsers 

– Google Chrome 

• based on open-source web browser Chromium 

• obligatory for EV certificates 

– Mozilla Firefox: no schedule, but some code 
changes in the pipeline 

– No announcement from Microsoft and Apple yet 
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First ideas 

• Show an interruptive warning 

• Adapt lock icon and https                         
indicator in location bar 

• Adjust website popup 

• Add a dialog with SCT(s) details 

e.g. name of log and issuance time 
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Exploration focus groups 

• Goal: collect users’ ideas of how to make the CT 
information usable, accessible and understandable 

• Online pre-questionnaire 
– Requirement: use Google Chrome or Chromium 

– 10 of 11 participants: students 

• Expertise score = sum of ratings on the 5-point 
Likert scale to statements, e.g. 

• I have a solid level of Internet experience. 

• I know what a digital certificate is. 

• I know how to install a digital certificate on a web server. 
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Exploration focus groups 
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Requirements 

• All CT checks passed 

→ only adaption of passive indicators 

• One CT check failed 

→ adaption of passive indicators & error page 

• More information for experts 

– Setting to enable a button on error page to 
continue to the possibly false website 

– SCT details in Security Panel in DevTools 
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Implementation 

18 https://www.chromium.org/developers/content-module. 

About 9 GB of 
source code files; 
mostly C++ 



DevTools 

52 changed lines 
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DevTools 

Piped through the 
different modules 
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net 

content 

chrome 

WebKit 
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DevTools 

931 changed and 
contributed lines 
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Error page 
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√ 



Error page 

1843 lines 
changed 
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Walk-through 

• Goal: get some quick feedback 
• Demonstration of the new features to 4 people 
• Results 

– Mainly positive reactions 
– Found a typo 
– A few complained that it is not easy to bypass the 

error page. 

• Implications 
– Fixed typo 
– No design changes as it should not be made to easy to 

proceed through an error page. 
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Online questionnaire 

• Goal: get more detailed feedback 
• Tasks: 

 
 
 
 
 
 

• Pilot study 
– Think-aloud technique 
– 4 participants 
– Discovered several comprehension and navigation issues 
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Task Target group Version of Google Chrome CT information 

A Experts & inexperts Current Valid 

B Experts & inexperts Current Invalid 

C Inexperts New Valid 

D Inexperts New Invalid 

E Experts New Valid 

F Experts New Invalid 



Online questionnaire 
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36 participants 

• 33% female, 64% male, 3% preferred not to say 

• 21 indicated occupation → 18 students 

mean: 13.5 
median: 12.5 



Online questionnaire 
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Online questionnaire 

Confusing due to 

• Information concerning 
the connection’s security 
mixed up with cookies 
and permissions 

• Too much information in 
general 

• Too little information 
about security 
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Online questionnaire 
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Error page shown in tasks D and F 

p-value for null hypothesis: 
2.2 × 10−28 

p-value for null hypothesis: 1.17 × 10−25 

p-value for null hypothesis: 
2.24 × 10−48 



Online questionnaire 
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→ Mainly clarifications and 
explanations of terms 



Limitations 

• No representation of the whole user 
base of Google Chrome and Chromium 

e.g. students 

• Sampling bias due to self-selection of 
participants 

e.g. topic, language 

32 



Future work 

• Conservatively 

– More easy to reach and to understand explanations 

– Interactive tutorial in the DevTools 

– Notification when website is available over a 
secure connection again 

– Reminder after proceeding through error page 

• Progressively 

– Rethink appearance of warnings → polymorphism 

– Standardisation of security indicators 
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Summary 

• User-centred iterative design 
process 

• Improved CT integration in 
Chromium by 

– Addition of CT details to DevTools 

– Suggestion of an error page for the 
case of a CT error 

= 2826 lines of code, 931 contributed 

• Suggested other improvements 

→ Contacted by Google to continue 34 
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Digital attributions 

• Anonymous hacker© Brian Klug CC BY-NC 2.0 
• Business Meeting by parkjisun from the Noun Project 
• Checklist by Aaron Dodson from the Noun Project 
• clock by Dmitry Baranovskiy from the Noun Project 
• Deploy by Razmig Getzoyan from the Noun Project 
• Diploma by Andrew K Stauffer from the Noun Project 
• electrocardiogram by Vectors Market from the Noun Project 
• evaluate by Scott Lewis from the Noun Project 
• Encryption by Gregor Črešnar from the Noun Project 
• geek by Guilherme Simoes from the Noun Project 
• grocery list by icon 54 from the Noun Project 
• Laptop by Zoé Chartier from the Noun Project 
• Light Bulb by Takao Umehara from the Noun Project 
• Question designed by Anas Ramadan from The Noun Project  
• Ribbon by Alex Auda Samora from the Noun Project 
• Search by hunotika from the Noun Project 
• Server by aLf from the Noun Project 
• Sheep by Gira Park from the Noun Project 
• Sleet and Ice © James Filipi CC BY-SA 2.0 
• Smile by Vytautas Alech from the Noun Project 
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