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Goal of the thesis

* Improve Certificate
Transparency integration in
Chromium and Google Chrome

- 60% of Internet users?

* Discussions with and feedback
from Google developers

* Code of some suggested
features successfully integrated

— job offer by Google

'mbed.ct.digicert.. X

(5 https://embed.ct.digicert.com

| embed.ct.digicert.com

Your connection to this site 15 private.
Permissions Connection

@ The identity of this website has been verified

by DigiCert SHAZ Secure Server CA. No
Certificate Transparency information was
supplied by the server.

Certificate information
@ Your connection to embed.ct.digicert.com is
encrypted using a modemn cipher suite,
The connection uses TLS 1.2,
The connection is encrypted and

authenticated using AES_128 GCM and uses
ECOHE_RSA as the key exchange mechanism.

What do these mean?

1: Desktop (PCs and laptops) browser market share in May 2016 according to StatCounter Global Stats



Iterative design process

gae:

research focus groups

\/

refined requirements

requwement idea

implementation

N

2X

evaluation




SSL / TLS protocol

e Goal: secure communication
between 2 entities

* Enhancing Transmission “browser web browser
Control Protocol (TCP) on HE&)
the application layer with

— Confidentiality
— Integrity
— Authenticity
e Use of X.509 certificates




Public key certification

e Certificate of an entity
— Public key of the entity

— Globally unique information
of the entity

e.g. domain name
— Signature of a certificate
authority (CA)
* Another entity can verify
certificate.

* CA has to be trusted by

both entities! o o o

Certificate:
Data:

Version: 1 (0x0)
Serial Number: TBZ9 (0xleSh)
Signature Algorithm: mdSWithRSAEncryption
Issuer: C=ZA, ST=Western Cape, L—=Cape Town, O=Th
OU0=Certification Services Division,
CH=Thawte Server CL/emaillddress=server—
Validity
Not Before: Jul 9 16:04:02 1998 GMT
Not After : Jul 9 16:04:02 1999 GMT
Subject: C=US, S5T=Maryland, L~Pasadena, C=Brent
OU=FreeSoft, CH=www.freesoft.org/email’s
Subject Public Key Info:
Puklic Rey Algorithm: rsaEncryption
RSA Public Rey: (1024 bit)

Modulus (1024 bit):
00:b4:31:98:0a:cd:bc:62:cl:BE:aa:dc:]
33:35:19:d5:0c:64:b9:3d:41:b2:96:fc::
b6:36:d0:Be:56:12:44:ba:73:eb:eB:1c:
T70:33:52:14:c9:ec:4£:91:51:70:309:de:.
le6:94:6e:ee:f4:d2:6f:d5:ca:b3:47: 3e:.
coicc:Zbibb:icl:90:c3:16:31:0d:bE: Ta:.
Bf:al:21:c7:4c:d0:16:65:00:c1:0£:d7:1
d2:75:6b:cl:ea:%e:3c:5c:ea:Td:cl:al:.
eB:35:1c:89e:27:52:Te:41:8f

Exponent: 65537 (0x10001)

Signature Algorithm: mdSWithRSAEncryption

83:5f:8f:5f:c5:af:bf:0a:ab:a>:6d:fb:24:5f:bk:39:.
02:2e:4a:1b:Bb:ac:7d:99:17:5d:cd:19:f6:ad:ef:63:.
ab:2f:4b:cf:0a8:13:90:ee:2c:0e:43:03:be:fh:ea:Be:
d0:a2:40:03:f7:ef:6a:15:09:79:a9:46:ed:b7:16:1b:
0d:19:aa:ad:dd:9%9a:df:ab:97:50:65:f£5:5e:85:ak:ef:.
Sa:de:9d:ea:63:cd:cb:cc:6d:5d:01:85:b3:6d:cB: £3 1
Bf:0e:fc:ba:1f:34:e9:96:6e:6c:cf:f2:ef:0b:bf:de:]
6B:9f



e e Rl |

* android.com
System failure example i .con

*  comodo. Com

. ar * . digicert.com
Dutch CA £ Bisiotar

. * .google.com
° Compr0m|5ed * . JanamFadayeRahbar.
* At least 531 false certificates? - rogmein. con

* microsoft.com

* Used to conduct MITM attacks *.mossad.gov.il

* mozilla.org

in lran? .

.RamzShekaneBozorg.
* . SahebeDonyayeDigit
* Revoked only months later o
. 3kype.com
* 3tart3al.com
* thawte.com

* torproject.org
1: http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
2: http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents

* walla.co.il

¥ i ndowsnmedate | coIm


http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://blog.gerv.net/2011/09/updated-diginotar-cn-list/
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents
http://www.theguardian.com/technology/2011/aug/30/faked-web-certificate-iran-dissidents

Public key infrastructure flaws

Certificates can be issued by CAs
* Being comprised
* By mistake
e Turning evil

* Being blackmailed

— used to conduct MITM attacks
—> impossible to detect



Certificate Transparency

* |Invented by Ben Laurie and Adam Langley
working at Google

* Experimental Internet Engineering Task Force
(IETF) standard

* Goal: detect false certificates issued by CAs in

nearly real-time v Vs



Certificate Transparency

E‘ * Heart of the system
(=F * Used cryptographic mechanism: Merkle

hash tree
Logs root hash
@ hash O hash 1
data 0-0 data 0-1 data 1-0 data 1-1
Monitors

* Properties

— Append-only records of certificates
@ — Cryptographically assured

Auditors — Publicly auditable



Certificate Transparency

o

Monitors

Act as clients to the log servers
Regularly copy everything new
Constantly verify logs

Can act as backup read-only logs



Certificate Transparency

* Act as clients to the log and monitor
servers

* Verify logs
e Verify a particular certificate

* Can be integrated into end client
applications, e.g. web browser

@

Auditors



Certificate Transparency

-

certificate
authority

~

example.com

\_

J

%ertiﬁcate

ﬁsigned certificate timestamp (SCT)

>

<€

SR

-

N

during TLS
handshake

7

-

TLS client

~

J

-

-

monitor

b

;

J

J
4 )

auditor
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Certificate Transparency (-T

2

* 14 logs operated by Google, Symantec, Izenpe,
Certly and many more

* Browsers

— Google Chrome

* based on open-source web browser Chromium

551 Digital Certificate Aut 3

» obligatory for EV certificates °

A= C' | £ Digicert, Inc. [US] | https://www.digicert.com

— Mozilla Firefox: no schedule, but some code
changes in the pipeline

— No announcement from Microsoft and Apple yet



First ideas

* Show an interruptive warning

* Adapt lock icon and https |/ w wipes “C Y
InC|CatO|" N Iocat|on bar‘ € C' & httpsy//www.wikipedia.org

* Adjust website popup
* Add a dialog with SCT(s) details

e.g. name of log and issuance time



Exploration focus groups

 Goal: collect users’ ideas of how to make the CT
information usable, accessible and understandable

* Online pre-questionnaire
— Requirement: use Google Chrome or Chromium
— 10 of 11 participants: students

* Expertise score = sum of ratings on the 5-point
Likert scale to statements, e.g.

* | have a solid level of Internet experience.
* | know what a digital certificate is.
* | know how to install a digital certificate on a web server.



Exploration focus groups

24
. 20
=
=3
= 16
i}
(=1
8 12
a
=
@
w8
m
=
a
0 | .
Expert group Inexpert group Mixed-expertise group
3
2
g 2
[}
=
[
[=1
| l
5 1
|
E
=3
=
0
1-2 3-4 5-6

Hours spent in the Internet per day on average

W Expert group
M Inexpert group
m Mixed-expertise group

16



Requirements
¢ A” CT CheCkS passed (-“ “MP;& j https \.V\.:'w.u.'ikiDedia.oro
— only adaption of passive indicators

(] Frivacy errol

* One CT CheCk faIIEd | o C  Xhars Di’;n“inotest.aDosoot.con‘»
— adaption of passive indicators & error page

* More information for experts

— Setting to enable a button on error page to
continue to the possibly false website

— SCT details in Security Panel in DevTools



Implementation

chrome

A A A
content API
content
I A A
\ 4
net
WebKit API
v v A \4
WebKit
base

(src/third_party/WebKit)

https://www.chromium.org/developers/content-module.

I

v8

— About 9 GB of
source code files;
mostly C++

18



DevTools

[ [] | Elements

ﬂ Cherview

Maim Origin

Console

Sources MNetwork Timeline Profiles Resources Security Audits

Security Overview

This page is insecure (broken HTTPS).

X Certificate Error

There are issues with the site's certificate chain (no Signed Certificate Timestamp).

View certificate

® Secure TLS connection

The connection to this site is using a strong protocol version and cipher suite.

® Secure Resources

All resources on this page are served securely.

52 changed lines

19



[w ﬂ Elements Conscle Sources MNetwork Timeline Profiles Resources Security  Audits

DevTools

® https:/fwww.mozilla.org
Main Origin View requests in Metwork Panel

Piped through the || oo o

Protocol TLS 1.2

® https://cdn.optimizely.com

d iffe re nt m O d u I e S @ hitps://cdn3.optimizely.com Key Exchange  ECDHE RSA

® https://246059135.log.optimize Cipher Suite  AES_128 GCM
® https/f'www.googletagmanage|

® https:/fwww.google-analytics.c
net g 9999 - Certificate
Subject  www.mozilla.org
SAN  www.mozilla.org
mozilla.org
Valid From  Tue, 24 Nov 2015 00:00:00 GMT
content Valid Until  Wed, 04 Jan 2017 12:00:00 GMT
Issuer DigiCert SHAZ Extended Validation Server CA
5CTs 3 walid SCTs
Open full certificate details
chrome

Certificate Transparency

SCT Google 'Pilot' log (Embedded, Verified)

SCT  Google "Aviator' log (Embedded, Verified)

WebKlt S5CT DigiCert Log Server (Embedded, Verified)

Show full details

The security details above are from the first inspected response.




Elements Console

Main Origin
® https://www.mozilla.org
Secure Origins

® https://cdn.optimizely.com

@ https://cdn3.optimizely.com
® https://246059135.log.optimize
@ https://www.googletagmanage
® https://www.google-analytics.c

Sources

Network

SCTs

Log Name
LogID
Validation Status
Origin

Issued At
Version

Hash Algorithm
Sign Algorithm

Signature Data

Log Name
LogID
Validation Status
Origin

Issued At
Version

Hash Algorithm
Sign Algorithm

Signature Data

Timeline Profiles Resources

=

3 valid SCTs

Certificate Transparency

Google "Pilot’ log

A4B909908B418581487BB13A2CC67700A3C359804F91BDFB8E377 CDOECBOD DC 10
Verified

Embedded

Tue, 24 Nov 2015 04:10:02 GMT

%

SHA-256

ECDSA

304602210098 A9690DEGBOSADI 6147 TE4ABGABOB3 AAASO318EF8863 F2ZEDBSAAT2
ED4CDB7121022100F686A3 834D 8353 AB 26 AE3F 2D 28 D3 22 AB E3 C9 86 A3 8B A9 91 AE
59 8548 C7 FF1549 28

Google 'Aviator' log

68 F6 98 F8B 1F64 82 BE3ABCEEB9281D4CFC71515D 6793 D444 D1 0A 67 ACBB4F4FFBC4
Verified

Embedded

Tue, 24 Nov 2015 04:10:02 GMT

1

SHA-256

ECDSA

304402200891935D986178B8001768 AEC1CAOB24 D446 8FELEOQF D5 A2FD 18 7E 05
BO2F4EOQF 02205198 7C102C3FD1A88B7E7D 7A 25 8C 5F 2C E7 79 B53C 4921 B7 28 6B 0D
AOAESD DO 21 ES

DigiCert Log Server
56 14 06 9A 2F D7 C2 EC D3 F5 E1 BD 44 B2 3E C7 46 76 B9 BC 99 11 5C CO EF 94 98 55 D6 89 DO DD

Security  Audits :

1




File  Edit
G -

= <global>

DevTools

931 changed and |
contributed lines

me

Charlie Reis Thanks! content/ LGTM Imer, can y

palmer Y was in the wing this. Still L

me Nicel

=]

CUNHIIINC-UUL L g uic ’JUNICI

commit-bot: | haz the power Commitied patchset #1713 (1d 240007
commit-bot: | haz the power ~aichset 15 (1d 77 landed ¢

estark

as https:/

Daniel: nice job,
burnt out from us annoying reviewers and
in devteols, that would be awesome. :)

thanks so much for seeing this through!
want to continue to

=

i

cIr

- ol

Y &
Help
-

Project  Build Team  Tools Test Analyze Window

p Attach.. -

Debug

SecurityPaneljs ® X

- @ displayCertificateDetails(certificateDetails)

var sctSummaryTable = new WebInspector.SecurityDetailsTable();
sctSummaryTable.element().classList.add("sct-summary™);
sctSection.appendChild(sctSummaryTable.element());

for (var 1 = @; 1 « originState.securityDetails.signedCertificateTimestampl
i

var sct = originState.securityDetails.signedCertificateTimestamplist[i’
sctSummaryTable. addRow(WebInspector.UIString("SCT"), sct.logDescriptior

var sctTableWrapper = sctSection.createChild("div",
sctTableWrapper.classList.add("hidden™);
@; i < originState.securityDetails.signedCertificateTimestampl

sct-details™);

for (var i =
1

var sctTable = new WebInspector.SecurityDetailsTable();
sctTableWrapper.appendChild(sctTable.element(});

var sct = originState.securityDetails. signedCertificateTimestampList[i:
sctTable. addRowuwebInspector UIString(”Log Name"), sct.logDescription);
.UIString("Log ID"), sct.logId.replace(
LUIString("validation Status™), sct.status)
UIString("Origin™), sct.origin);
.UIString("Issued At"), new Date(sct.timesdi
UIString("Hash Algoerithm™), sct.hashAlgori
LUIString("Signature Algorithm™), sct.signe
.UIString("signature Data"), sct.signaturel

var toggleSctsDetailsLink = sctSection.createChild("div”,

toggleSctsDetailsLink.classList.add("sct-toggle™);

"link™);

toggleSctsDetallsLlnk textContent = WebInspector.UIString("Show full detail
function toggleSctDetailsDisplay()
-

ablelrapper.classList.contains("hidden™);

extContent = WebInspector.UIString("Show ful

FextContent = WebInspector.UIString("Hide ful
lassList.toggle( "hidden");
oggle("hidden™);

istener("click”, toggleSctDetailsDisplay, f

If you aren't too

noteSection.createChild("di

originstate.certificateDetailsPromise.then(displayCertificateDetails.bind(this

~ noteSection = thi

add the SCT details

navailable()

"div").textContent = WebInspector.UIString(’

s.element.createChild("div", "origin-view-section

"y;

").textContent = WebInspector.UIString("The securi
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A Daniel Waxw
| _

Selution Explorer

Searc

P
4

en ®-5¢T .

h Solution Explorer (Ctrl+;)

Ml public
=l Source
p Ml bindings
ol build
b Ml core
4 @] devtools
4 @ front_end
M accessibility
Ml acorn
Ml animation
W audits
M bindings
M cm
B cm_modes
Ml commen
B components
M components_|:
Ml console
Wl devices
W diff
B clements
M emulated_devi
Ml emulation

AV VT T T TV W T T VW TV VT TTT VYT T VT VYT T T T W

M es_tree

Bl extensions

M formatter_worl

Bl gonzales

Ml heap_snapshot

W host

Ml Images

M layers

Ml main

Wl network

M platform

Ml profiler

Ml resources

Wl sass

Ml screencast

M sdk

fml security
B locklcon.cs
B mainView.c
IT module,jso
B originView.

SecurityMo
SecurityPar

Bl sidebar.css

b B settings



Error page

Your connection is at risk

Attackers might be trying to steal your information from
example.com (for example, passwords, messages, or credit
cards). Please try again later!

HIDE ADVAMNCED Back to safety

example.com normally uses encryption to protect your

information. When Chromium tried to connect to
example.com this time, the website sent back unusual and
ek mhane 55 S aach i haless ) incorrect credentials. This may happen when an attacker is
trying to pretend to be example.com. Your information is
HTTPS/SSL still secure because Chromium stopped the connection

= before any data was exchanged.
| Manage certificates... |

W Show option to proceed through Certificate Transparency eror pages You cannot visit example.com right now because the
website uses Certificate Transparency. Network errors and

attacks are usually temporary, so this page will probably
work later.




Error page

1843 lines
changed

iiumssrc >git diff ——stat Y1756ldcaf3be7fa22cedadfb

'd2f63014182bcdae??52h1if ha
ierated_resources.grd
»chrome_content_bhrowser_client.ce
»chrome_content_bhrowser_client.h
als/security_interstitial_page.cc
lalsssecurity_interstitial_page.h
wpredictorssresource_prefetcher.cc
spredictorssresource_prefetcher . h
wprof ilessprofile.cc
sourcessoptionsshrouwser_options.html
vz81/ct_blocking_page.cc
vz81/ct_blocking_page.h
v251/25]1_evrror_handler.cc
v251/25]1_evrror_handler_h
nterstitials/interstitial_ui.cc
yptions brouwser_options_handler.cc
browser.gypi

‘pref _names .cc

‘pref _names . h
prssecurity filter peer.cc
nterstitials_ resources.grdp
uprity_interstitials.gyupi
urity_interstitials coresBUILD.gn
zoUrcessimagesmonster—license.txt
erS/PESOUFCESSimages/monster. png

erated_resources . grd
»chrome_content_browser_client.cc
»chrome_content_browser_client.h
alsssecurity_interstitial_page.cc
lalsvsecurity_interstitial page.h
vpredictorssresource_prefetcher.cc
vpredictorssresource_prefetcher.h
wprofilessprofile.cc
zourcessoptions hrowser_options . html
»251/ct_hlocking_page .cc
»251/ct_hlocking_page . h
vz2l/22]1_evrror_handler.cc
v22l/22]1_evrror_handler_ h
nterstitials/interstitial _ui.cc
vt i1ons hrowszer ooption= handley oo

=]
B Jus
L m I T L LA D e B B 0 00 b

Ym & QuickLaunch (Ctrl+Q) P o

View  Project Build Debug Team  Tools  Test
B

Analyze  Window  Help
P Attach.. - M _ Mg

ct_emor_uicc = X
¥ Miscellaneous Files ~ =¥ securnity_interstitials:: CTErrorUl

Bl

Bl#include "components/security interstitials/core/ct_error_ui.h™

"base/il18n/time_formatting.h”
"chrome/browser/devtools/devtools_toggle action.h™
"chrome/browser/devtocls,/devitocls_window.h"
"components/security interstitials/core/common_string util.h”
"components,/ssl_errors/error_classification.h™
"components/ssl_errors/error_info.h™
"grit/components_strings.h"

"ui/base,/118n/116n_util.h™

H H H H B HH R

e security interstitials {

{

har kHelpURL[] = “"ht

CTErrorUI::CTErrorUI(const GURLE 5

»
st met::S5LInfo& N

»
t std::string& g

bool g

ControllerClient™® N
content: :WebContents® 5
Bl int )

: request_url_ (request url),
cert_error_(cert_error),
ssl_info_ (ssl_info),
languages_(languages),
override_enabled (overridable),
is_devtools_disabled (is_devtools_disabled),
controller_(controller),
web_contents_(web_contents),
ct_error_(ct_error) {

BEICTErrorUI: :~CTErrorUI() {

Elvoid CTErrorUI::PopulateStringsForHTML(base: :DictionaryValue* load_time data)
DCHECK(load_time_data);

load_time_data-:»SetString("tabTitle",
118n_util: :GetStringUTF16(IDS_CT_TITLE});
load_time_data-:»Setstring(“heading”,

T A 13T o s Fr et el ITEYT TR AT UCADYTREEY Y L

-

= @ CTErrorUl{const GURL & request_1 -

A Daniel Wazm
| -

2

Selution Explorer

e o-s5CF

Search Solution Explorer (Ctrl+:)

-

Ml page_load_metrics
Ml pairing
Ml password_manage
Ml plugins
Ml policy
Ml power
Ml precache
W prefs
Ml pref_registry
Ml printing
Ml profile_metrics
Ml proximity_auth
Ml proxy_config
M query_parser
M quirks
Ml rappor
Ml renderer_context_n
Ml resources
M sz
Ml safe_browsing_db
Ml safe json
Ml scheduler
Ml search
Ml search_engines
Ml search_provider_lo
&=l security_interstitial
4 fm] core

b Ml browser
bad_clock_u
bad_clock_u
BUILD.gn
commaon_st

| A A A A

common_st
controller_c
controller_c
ct_error_ui.c
ct_error_ui.k
metrics_help
metrics_hely

PRI R R D ¢

ssl_error_ui.
[F ssl_error_ui.l
] pers
] OWNERS
[C| README
b Bl security_state
B BB service tab launch



Walk-through

Goal: get some quick feedback
Demonstration of the new features to 4 people

Results
— Mainly positive reactions
— Found a typo

— A few complained that it is not easy to bypass the
error page.

Implications
— Fixed typo

— No design changes as it should not be made to easy to
proceed through an error page.



Online questionnaire

* Goal: get more detailed feedback

’ TaSkS ) Task Target group Version of Google Chrome CT information
A Experts & inexperts  Current Valid
B Experts & inexperts  Current Invalid
C Inexperts New Valid
D Inexperts New Invalid
E Experts New Valid
F Experts New Invalid
* Pilot study

— Think-aloud technique
— 4 participants
— Discovered several comprehension and navigation issues



Online questionnaire

36 participants
33% female, 64% male, 3% preferred not to say
e 21 indicated occupation - 18 students

B MNovices M Intermediates W Experis

3

4 5 i 1D 11 12 13 14 15 16 17 18 19 20 21 22 23 24 mean: 13.5

Expertise score median: 12.5

[ ]

Frequency of occurence

o = (i8]
—

27



Online

W Wikipedia

€ - C @ https//www.wikipedia.org

www.wikipedia.org *

Your connection to this site is private. Details

Permissions Connection

Chrome verified that GlobalSign Organization
Validation CA - SHA256 - G2 issued this website's

certificate. Valid Certificate Transparency information
was supplied by the server.

Il

questionnaire

W Wikipedia

« - B https://www.wikipedia.org

www.wikipedia.org

Your connection to this site is private. Details

Permissions Connection

Chrome verified that GlobalSign Organization
Validation CA - SHA256 - G2 issued this website's
certificate. The server did not supply any
Certificate Transparency information.

Il

C - 2 i
The connection to Wikipedia is secure.
B Yc 4 ia.org is
e her suite.
Th
3
T = ind authenticated
us E ; ECDHE_ECDSA as
th o
S 2
(3]
[nk]
[y
What d¢ %
L q -
0 28

Task A

Task B

Task C

Task D



-

Online questionnaire

W Wikipedia X

C' £ https://www.wikipedia.org

www.wikipedia.org

Your connection to this site is private. Details

Cookies

4 from this site, 0 from other sites

Permissions

(®) Location: Ask by default ¥

[X] Camera: Ask by default ¥

= Microphone: Ask by default ¥

Notifications: Ask by default ¥

Images: Allowed by default ¥

JavaScript: Allowed by default ¥

Popups: Blocked by default ¥

Automatic downloads: Ask by default ¥
Plug-ins: Detect important content by default ¥

MIDI devices full control: Ask by default ¥

\,) Background Sync: Allowed by default ¥

IF

Confusing due to

* Information concerning
the connection’s security
mixed up with cookies
and permissions

* Too much information in
general

 Too little information
about security

_ET, ,,
[

29



AVETELE Agreement

Online questionnaire

Error page shown in tasks D and F

The connection to Wikipedia is secure. The connection to Wikipedia is secure.

4 4

Average agreement

-

(-

0-
Task A Task B Task C Task D Task E Task F
p-value for null hypothesis: p-value for null hypothesis:
2.2 x10-28 2.24 x 10-48

p-value for null hypothesis: 1.17 x 10-25

30



Average agreement

Online questionnaire

The information in the developer tools (DevTools) is helpful.

4
3
) e
1 Task F: The information in the developer tools (DevTools)
made it easy to understand the problem.
4
0
Task E Task F
3
5 2
-> Mainly clarifications and £
explanations of terms i

Movices




Limitations

* No representation of the whole user
base of Google Chrome and Chromium

e.g. students

* Sampling bias due to self-selection of
participants

e.g. topic, language



Future work

* Conservatively
— More easy to reach and to understand explanations
— Interactive tutorial in the DevTools

— Notification when website is available over a
secure connection again

— Reminder after proceeding through error page
* Progressively

— Rethink appearance of warnings - polymorphism
— Standardisation of security indicators



Summary

...........

* User-centred iterative design
process

* Improved CT integration in

— Addition of CT details to DevTools

— Suggestion of an error page for the
case of a CT error

= 2826 lines of code, 931 contributed
e Suggested other improvements

—> Contacted by Google to continue
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Online questionnaire

[ Under attack

€ - C  (&b#ps//www.wikipedia.org

Your connection is at risk

Attackers might be trying to steal your information from
www.wikipedia.org (for example, passwords, messages, or

credit cards). Please try again later!

HIDE ADVAMNCED Back to safety

www.wikipedia.org normally uses encryption to protect your
information. When Chromium tried to connect to
www.wikipedia.org this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker
is trying to pretend to be www.wikipedia.org. Your
information is still secure because Chromium stopped the
connection before any data was exchanged.

You cannot visit ww.ts;ipedia.org right now because the
website uses Certificat® [ransparency. Network errors and
attacks are usually temporary, so this page will probably

work later.




[ Under attack

&«

c

(X beps:// www.wikipedia.org

Your connection is at risk

Attackers might be trying to steal your information from
www.wikipedia.org (for example, passwords, messages, or
credit cards). Please try again later!

HIDE ADVANCED Reload Back to safety

www.wikipedia.org normally uses encryption to protect your
information. When Chromium tried to connect to
www.wikipedia.org this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker
is trying to pretend to be www.wikipedia.org. Your
information is still secure because Chromium stopped the
connection before any data was exchanged.

You cannot visit www.wikipedia.org right now because the
website uses Certificate Transparency. Network errors and

attacks are usually temporary, so this page will probably
work later.

Technical details can be found in the Security Panel in the
developer tools (DevTools).

Proceed to www.wikioedia‘orcaﬁnsafe)
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*  Checklist by Aaron Dodson from the Noun Project
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*  Encryption by Gregor Crenar from the Noun Project

* geek by Guilherme Simoes from the Noun Project

* grocery list by icon 54 from the Noun Project

* Laptop by Zoé Chartier from the Noun Project

* Light Bulb by Takao Umehara from the Noun Project
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* Ribbon by Alex Auda Samora from the Noun Project

*  Search by hunotika from the Noun Project
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*  Smile by Vytautas Alech from the Noun Project



